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TENDER NOTICE

No. EA/02-28-2023

Provision of Mobile Financial Services and Electronic Voucher

Distribution (MFS and EVD Solution)

1. Bids are invited from authorized or its partners for provision of MFS and EVD Solution. This bid
Document is also available in Etisalat website (www.etisalat.af, Tenders).

2. RFP Deadline is 22 - May - 2023 Afghanistan time.

3. Bid received after the above deadline shall not be accepted.

4. Local and international firms can send their offer via email to ashalizi@etisalat.af and copy
Ihsanullah@etisalat.af.

5. Etisalat Afghanistan reserves the right to accept or reject any or all bids and to annul the bidding
process at any time, without thereby incurring any liability to the affected bidder(s) or any obligations
to inform the affected bidder(s) of the grounds for Etisalat Afghanistan action.

6. The bidder shall submit proposal with separate (Technical and Commercial) parts. The

commercial part must be password protected document and we will request the password once
here the concerned committee opened bids (start bid’'s Commercial evaluation). The bids shall be
first evaluated technically. Technical evaluation will be based on the conformity to required technical
specifications and compliance matrix specified in the Bidding Documents. Only technically compliant
bids which meet all the mandatory service effecting requirements will be evaluated commercially..

7. Bidder should be registered with Etisalat Afghanistan in Vendor Registration List. If any interested
bidder is not registered, first they should fill the attached Vendor Registration Form and provide
following documents before tender deadline and submission of bid. Bidder’s offer will not be
considered without registration process.
1- Company Profile
2- Business License
3- President and Vice President ID Cards/Tazkira Copies
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4- Article of Association (o<l 44b)
3. Past Performance:

Firm must describe past performance on similar public and or private agency contracts, including
past performance on similar works for any other telecom company.

8. All correspondence on the subject may address to Ahmad Shikib Shalizi, Specialist Procurement,
and Etisalat Afghanistan. Email ashalizi@etisalat.af and Phone No. +93781 204 040.

lhsanullah Zirak
Director Procurement and Contracts
Ihsan Plaza, Shar-e-Naw, Kabul, Etisalat Afghanistan

E-mail: ihsanullah@etisalat.af
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TENDER DOCUMENT

FOR

Provision of Mobile Financial Services and Electronic Voucher
Distribution (MFS and EVD) Solution

AS PER

ETISALAT AFGHANISTAN SCOPE OF WORK AND
TECHNICAL SPECIFICATIONS

ETISALAT AFGHANISTAN, HEAD OFFICE, CHAREHE SHAHEED,
SHAHRE NAW.

KABUL- AFGHANISTAN
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1. DEFINITIONS.

1.1 TERMS.
In this document, the following terms and meanings shall be interpreted as indicated:

“Acceptance Test(s) “means the test(s) specified in the Technical Specifications to be carried out to
ascertain whether the Facilities or a specified part thereof is able to attain the Performance Level
specified in the Technical Specifications in accordance with the provisions of the Contract.

“Acceptance Test Procedures” means test procedures specified in the technical specifications
and/or by the supplier and approved by EA as it is or with modifications.

“Approved” or “approval” means approved in writing.

“BOQ " stands for Bill of Quantities of each job/work as mentioned in this contract and its annexes
according to which the contractor shall supply equipment and subject to change by agreement of both
parties.

“Bidding” means a formal procurement procedure under which sealed bids are invited, received,
opened, examined and evaluated for the purpose of awarding a contract.

“Bid/Tender Document” means the Bid/Tender documents issued by EA for invitation of Bids/Offers
along with subsequent amendments and clarifications.

“CIP.” means “Carriage & Insurance Paid” as specified in INCOTERM 2000.

“Competent Authority” means the functionary authorized by EA to deal finally with the matter in
issue.

“Completion Date” means the date by which the Contractor is required to complete the Contract.

“Country of Origin” means the countries and territories eligible under the rules elaborated in the
“Instructions to Bidders ".

“Contract” means the Contract between Etisalat Afghanistan (EA) and the Contractor and comprising
documents enumerated therein, such as the Conditions of Contract, the Scope of Works, the
Specifications and the Contractor's offer and correspondence relating thereto, the Bill of Quantities
with unit prices to be provided by the Contractor after completion of the detailed design work, (where
applicable) or as approved by EA based on the accepted bid with agreed to adjustments, Appendices
and Addenda as well as any amendments made to any such documents in accordance with the
Contract.

“Contractor” means the individual or firm(s) ultimately responsible for supplying all the
Equipment/Systems/Material/ltems and Services on time and to cost under this contract to EA.

“Contractor’s Representative” means the person nominated by the contractor and named as such
in the contract and approved by EA in the manner provided in the contract.

“Contract Documents” means the documents listed in Article (Contract Documents) of the Form of
Contract (including any amendments thereto) or in any other article in this contract.
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“Contract Price” means the price payable to the Contractor under the Contract for the full and proper
performance of its contractual obligations.

“Day” means calendar day of the Gregorian calendar.

“Delivery charges” means local transportation, handling, insurance and other charges incidental to
the delivery of goods to their final destination.

“D.D.P” means Delivered Duty Paid as defined in the Incoterm 2000 including the unloading
responsibility of bidder/seller.

For the purpose of clarification, D.D.P Price here means that all costs, expenses, duties and taxes,
incurred or payable on goods by the contractor up to the point the goods are handed over to
consignee/ultimate consignee, are included in the price of the goods.

“Documentation” means documentation specified in the relevant Article(s).

“Drawings” means the drawings referred to in the Contract documents and any modification of such
drawings approved in writing by EA and such other drawings as may from time to time be furnished or
approved in writing by EA.

“Equipment” shall mean the Physical Iltems/Hardware to be provided by the Contractor under the
Contract.

“Effective Date” means the date the Contract shall take effect as mentioned in the Contract.

”Etisalat Afghanistan (EA)” means the company registered under the Laws of Islamic Republic of

Afghanistan and having office at lhsan Plaza Charahi Shaheed in person or any person dully
authorised by it for the specific purpose for the specific task within the Contract and notified to
contractor in writing.

“FAC” means Final Acceptance Certificate, which will be issued by designated EA staff after 12
months of issuance of PAC.

“Force Majeure” means Acts of God, Government restrictions, financial hardships, war and hostilities,
invasion, act of foreign enemies, rebellion, revolution, riot, industrial disputes, commotion, natural
disasters and other similar risks that are outside of Contractor's and EA’s control.

“Goods” means raw materials, products, equipment, systems, spares, and commodities in solid,
liquid or gaseous form, and electricity, incidental services, transport, maintenance and similar
obligations related to the supply of goods if the value of those services does not exceed the value of
the goods themselves. The goods include all of the equipment, machinery, and/or other materials
which the Contractor is required to supply to EA under the Contract, including Hardware, Firmware
and Software of all types specified explicitly or implicitly and/or required for a fully functional system(s)
as per EA specifications performance objectives.

“Goods Receipt Note (GRN)” means certificate issued by the consignee certifying receipt of Goods
in good order and condition.

“Liquidated Damages” mean the monetary damages imposed upon the contractor and the money
payable to EA by the contractor on account of late delivery of the whole or part of the goods.
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“L.0.A” means a Letter of Award issued by EA to successful bidder with regard to the award of Tender.

“L.o.I” means a Letter of Intent issued by EA to successful bidder with regard to award of
Tender.

“Month” means calendar month of the Gregorian calendar.

“Offer” means the quotation/bid and all subsequent clarifications submitted by the Bidder and
accepted by EA in response to and in relation with the Bid Documents.

“Origin” means the place where the Goods are mined, grown or produced and from which the
ancillary services are supplied. Goods are produced when, through manufacturing, processing or
substantial and major assembling of components, a commercially recognized product results that is
substantially different in basic characteristics or in purpose or utility from its components.

“Provisional Acceptance Certificate (PAC)”, means certificate which will be issued by EA
designated staff to the contractor after receipt of the delivered Goods in good order and conditions
and successful installation, testing & commissioning into service of the system under the contract.

“Performance Bond/Security” means an unconditional irrevocable guarantee issued by a bank
located in Afghanistan and acceptable to EA commensurate with the value of the contract. The value
of the Performance bond/Security shall be as specified in the contract but in no case shall be less than
10% (Ten Percent) of the total contract value.

“Pre-Shipment Inspection” means inspection and testing of Goods at manufacturer’s premises in
accordance with the provisions of the specifications and the clause(s) of the contract pertaining to Pre-
shipment Inspection.

“Prime Contractor” means the individual or firm ultimately responsible for supplying all the Goods
and Services on time and to cost under this Contract to EA.

“EA's Representative” shall mean the representative to be appointed by EA to act for and on behalf
of EA with respect to this Contract.

“Services” means any scope of contract which relates to supply, warranty, and other services and
obligations of the Supplier/Contractor as provided in the Contract.

“Shipping Documents” means Contractor's Valued Invoice, Packing List, Freight Memo (if any),
Weight and Measurement Certificate, Original Bill of Lading or Airway Bill (as the case may be),
Certificate of Origin, Warranty Certificate, Insurance Declaration and Inspection Certificate and/or
Contractor's Factory Test Certificate, as required by the Contract.

“Specifications” means the specifications, provided in the Contract and its annexure and in EA
Tender Specifications and where the Contract is silent and in cases of conflicting specifications
appearing in the documents, based on the latest version of ITU-T recommendations.

“Site” means the land or locations, buildings and other places including containers shells wherein and
upon which the Facilities are to be installed, and such other land or places as may be specified in the
Contract as forming part of the site.
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“Software” means the set of instructions to be provided by the contractor necessary for the control,
operation and performance of the system in accordance with the requirements of the requirements of
the Specifications. These instructions shall include full documentation (flow charts, listings and
explanatory notes) including any proprietary Software supplied by the Contractor under the provisions
of the Contract.

“Supplier/Vendor” (used interchangeably) means the individual or firm ultimately responsible for
supplying all the Goods on time and to cost under this Contract acting individually alone or as a “prime
contractor” for a consortium.

“Supplier's Representative” means the person nominated by the Contractor and named as such in
the Contract and approved by EA in the manner provided in the Contract.

“Subcontractor including Vendors” means any person to whom execution of any part of the
facilities and/or services including preparation of any design or supply of any plant and equipment, is
sub-contracted directly or indirectly by the Contractor, and includes its legal successors or permitted
assigns.

“Warranty Period” shall mean the period (s) of twelve (12) months or any extended period starting
from the acceptance of the delivered Goods in good order and conditions at consignee’s store or site
and/or commissioning of the system certified by EA authorized representative (s).

“Turn Key” means all the obligations of the Contractor, explicit or implicit arising directly or indirectly
required to complete the entire project in all respect to the satisfaction of EA under this Contract except
obligations of EA explicitly described in this contract.

1.2 Interpretations.

Words importing persons or parties shall include firms and corporations and any organization having
legal capacity. Words importing the singular or so include the plural and vice versa where the context
requires. Words importing one gender also include other gender.

1.3 Headings.

The headings and marginal notes in the General Conditions of Contract are included for ease of
reference, and shall neither constitute a part of the Contract nor affect its interpretation.

1.4 Persons.

Words importing persons or parties shall include firms, companies and government entities.

1.5 INCOTERMS - 2020.

Unless inconsistent with any provision of the Contract, the meaning of any trade terms and the rights
and obligations of parties there under shall be as prescribed by INCOTERMS.

‘INCOTERMS” means international rules or interpreting trade terms published by the International
Chamber of Commerce (latest edition), 38 Course Albert 1¢", and 75008 Paris, France.
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1.6 Entire Agreement/Contract.

The Contract together with annexes referred to in the contract document constitutes the entire
agreement between EA and Contractor with respect to the matter of Contract and supersedes all
communications, negotiations and agreements (whether written or oral) with respect thereto made
prior to the date of Contract.

1.7 Amendment.

No amendment or other variation of the Contract shall be effective unless it is in writing, is dated,
expressly refers to the Contract, and is agreed in writing duly signed by authorized representative of
each party.

1.8 Independent Contractor.

The Contractor shall be an independent contractor performing the Contract. The Contract does not
create any agency, partnership, joint venture or other joint relationship between the parties hereto.
Subject to the provisions of the Contract, the Contractor shall be solely responsible for the manner in
which the Contract is performed. All employees, representatives or sub-contractors engaged by the
Contractor in connection with the performance of the Contract shall be under the

complete control of the Contractor and shall not be deemed to be employees of EA, and nothing
contained in the Contract or in any subcontract awarded by the Contractor shall be construed to create
any contractual relationship between any such employees, representatives or subcontractors and EA.

1.7 Joint Venture or Consortium.

If the Contractor is a joint venture or consortium of two or more persons, or firms/companies all such
persons or firms shall be jointly and severally bound to EA for the fulfilment of the provisions of the
Contract and shall designate one of such persons or firm to act as a leader with authority to bind the
joint venture or consortium. The composition or the constitution of the joint venture or consortium shall
not be altered without the prior consent of EA.

1.8 Waiver.

1.8.1 No relaxation, forbearance, delay or indulgence by either party in enforcing any of the terms and
conditions of the Contract or the granting of time by either party to the other shall prejudice, affect or
restrict the rights of that party under the Contract, nor shall any waiver by either party of any breach
of Contract operate as waiver of any subsequent or continuing breach of Contract.

1.8.2 Any waiver of a party's rights, powers or remedies under the Contract must be in writing, must
be dated and signed by an authorised representative of the party granting such waiver and must
specify the right and the extent to which it is being waived.

1.9 Severability

If any provision or condition of the Contract is prohibited or rendered invalid or unenforceable, such
prohibition, invalidity or un-enforceability shall not affect the validity or enforceability of any other
provisions and conditions of the Contract.



RFP #: EA/02-28-2023 D

Dated: 03-April-2023 \e"_tlivslﬁg’lt

2. INTRODUCTION TO WORK.

2.1 Etisalat Afghanistan intends to obtain your proposal for “provision of Mobile Financial Services and
Electronic Voucher Distribution (MFS and EVD) Solution”.

2.2 Offers are invited in accordance with EA Technical Specification and Scope of Work as per
Annexure-A.

3. INSTRUCTIONS FOR BIDDING.

3.1 BIDDING DOCUMENTS.

“BIDDING DOCUMENTS” means invitation for Bids, and the following:

a) Definitions.

b) Instructions for bidding.

c) Technical Specifications and Scope of Work
d) Documents to be submitted
e) Commercial Terms

f) Evaluation of Bids

Q) Award of Tender

h) Conditions of Contract.

i) Payment Terms.

)] Bid Form.

k) Contract Form.

)] Performance Security Form.

m) Commercial/ Technical Compliance Sheet.
n) Pricing Schedule Tables

3.2 LANGUAGE OF BID.

The bid prepared by the Bidder and all correspondence and documents relating to the bid exchanged
by the bidder and EA shall be written in English language, provided that any printed literature sent by
the Bidder, may be written in another language so long as it is accompanied by an English translation
of its pertinent passage in which case, for purposes of interpretation of the bid, the English translation
shall govern.

3.3 GENERAL INSTRUCTIONS.

3.3.1 The Bidder is expected to examine all instructions, forms, terms and specifications in the Bidding
Documents. Failure to furnish all information required by the Bidding Documents or submission of a
bid not substantially responsive to the Bidding Documents in every respect will be at the Bidder’s risk
and may result in the rejection of the Bid.
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3.3.2 The Bidder must submit an original proposal substantially responsive to the Technical
Specifications included in the Bidding Documents. As an option, the Bidder may submit an alternate
proposal that may result in the same or higher technical performance than that specified in the bidding
documents. EA’s evaluation of equipment, systems, materials, components and tender award decision
shall be based on the original proposal. However, EA may decide to sign the contract on the basis of
alternate proposal submitted by the successful bidder if the main bid has been lowest evaluated and
technically compliant with all the mandatory requirements stipulated in the Bid Documents.

3.3.3 Bids with provision for price escalation on account of currency fluctuation are not acceptable
and shall be rejected.

3.3.4 EA reserves the right to accept or reject any or all bids and to annul the bidding process at any
time prior to award of contract without thereby incurring any liability to the affected bidder(s) or any
obligation to inform the affected Bidder(s) of the grounds for EA action.

3.4 COUNTRY OF ORIGIN.
All goods supplied under the contract shall have their ‘Origin’ from any country except Israel.

3.4.1 For purpose of this paragraph ‘Origin’ means the place where the Goods were mined, grown or
produced and from which the ancillary services are supplied. Goods are produced when, through
manufacturing, processing or substantial and major assembling of components, a commercially
recognized new product results that is substantially different in basic characteristics or in purpose or
utility from its components.

3.4.2 The Bidder shall furnish documentary evidence of ‘Origin’ of Equipment.

3.4.3 The ‘Origin’ of goods shall be distinct from the nationality of the Bidder or his Principal.

3.5 CORRESPONDENCES.

The contractor shall not indulge into correspondence with unconcerned official in the organizations
within or outside EA prior to the award of the contract or later. EA staff authorized in this connection

is/are given below.

Ahmad Shikib Shalizi at ashaliz@etisalat.af

4. OBJECTIVES, TECHNICAL SPECIFICATIONS AND SCOPE OF WORK.

4.1 Scope of Work and Technical Specifications are as per Annexure-A.

4.2 Offer shall include the itemized Bill of Quantity, unit price & quantity of each item, total price and
Grand Total of price for the complete BOQ. These prices shall be CIP Kabul-Afghanistan in USD. For
DDP the prices shall be quoted in Afghanis.
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5. DOCUMENTS TO BE SUBMITED.

5.1 Bids shall comprise of following documents.

Volume — 1 Technical Proposal.

Besides compliance to technical specifications (items/details wise) the proposal shall comprise the
following documents as well:

l.
.
M.
V.
V.
VI.

VII.

Compliance with all clauses of the tender document.

Compliance with the required implementation plan.

Compliance with the system requirements, in particular, performance of the solution
offered.

Commitment and ability of the bidder to meet the deliverables and implementation
schedule;

Commitment and capacity to provide continuous and high quality support services and
training program.

Perceived or factual overall cost effectiveness of the System, maintenance support
services and prices.

Company’s profile and technical expertise as follows:

Company history, background and date of establishment.
Registered offices and contacts within Afghanistan and abroad.
Organization.

Management and staff strength.

Areas of specialization

Experience in Turnkey Projects of the relevant field

Other similar projects completed and in hand.

References.

Volume-ll: Commercial Proposal

The Commercial Proposal of the bid shall comprise the following documents.

a)

Bid Form.

The bidder shall complete the Bid Form furnished in the Bidding Document as Appendix 1.
Price Schedule.

b)

The Bidder shall complete the appropriate Price Schedule furnished in the Bidding Documents
(Appendix 5 & 6), indicating for the Goods to be supplied, a brief description of the Goods their country
of origin, quantity and prices.

c)

Commercial Compliance.

The Bidder shall provide compliances to all Commercial Clauses and sub-clauses strictly in
accordance with the instructions given in the Appendix 4. Following points should be observed while
completing the commercial compliance statement;

a. A word such as “noted” or any word other than that specified in the statement shall be
considered inadequate and will be treated as not complied.

11
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b. Where a clause is stated to be complied, the bidder may provide further reference details, but
in case of disagreement between such details and the statement of compliance, then the
statement of compliance shall govern and this statement will be taken by EA as correct and
binding upon the bidder and the details including footnotes or specified in any other form or
place given by the bidder shall be ignored.

c. Where a clause has been stated as not complied or partially complied, the bidder will provide
full details of such deviation with complete details of any alternative arrangement offered.

d. Simply signing of each page of the tender documents will not serve the purpose of the
compliance statement and such arrangement will be treated as not complied.

e. If certain clause(s)/sub-clause(s) are missed or left unattended in the commercial compliance
statement, such clause(s)/sub-clause(s) shall be considered as not complied by the bidder.

f. Failure of providing commercial compliance by the bidder may be deemed as sufficient basis
of rejection of the bid.

g. A mandatory requirement denoted by “shall” or “must” that is to be included in the delivered
solution before the project is complete. No additional cost at some future time must arise when
a particular feature is actually enabled and used.

5.2 FORMAT AND SIGNING OF BID

5.2.1 The bidder shall prepare two copies of the Bid, clearly marking each “ORIGINAL BID (Technical
OR Commercial)” and “COPY (Technical OR Commercial)”. In the event of any discrepancy between
them, the original shall govern. In addition the Bidder shall also provide their responses in electronic
format on CD. All BoQ material should be provided in Microsoft Excel format and be compatible with
Office 2000 and upwards. This soft copy of the BoQ and its pricing will be complementary part of
commercial proposal however the hard copy shall be considered as authentic. All tender response
shall be provided in Microsoft Word format and be compatible with Office 2000 and upwards. Product
specifications and all other bid information may be provided in other electronic formats such as PDF,
Microsoft PowerPoint. If the Bid is not provided in both hard and soft copy it will be treated as non-
responsive and rejected.

5.2.2 The original and all copies of the bid shall be typed or written in indelible ink and shall be signed
by the Bidder or person or persons duly authorized to bind the Bidder to the contract. The letter of
authorization shall be indicated by written ‘Power-of-Attorney’ accompanying the bid. All pages of the
bid, except for un-amended printed literature shall be initialled by the person or persons signing the
bid. Price schedule should be properly signed and stamped. If the price schedule is not signed and
stamped the bid will be treated as non-responsive and rejected.

5.2.3 The bid shall contain no interlineations, erasures or over-writing except as necessary to correct
errors made by the Bidder in which case such correction shall be initialled by the person or persons
signing the bid.

5.3 SUBMISSION OF BIDS

5.3.1 The Bidders shall seal the original and copy of the bid duly marking the envelope as original and
copy, which can easily be dropped in tender box placed in EA, Head Office Ihsan Plaza Charahi
Shaheed Kabul.

5.3.2 If the envelope is not sealed and marked as required herein, EA will assume no responsibility
for the Bids misplacement or premature opening.
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5.4 DEADLINE FOR SUBMISSION OF BIDS

5.4.1 Bids must be received by EA at the address specified in Bid documents not later than 22 — May
- 2023, known as the Submission Date.

5.4.2 EA may at its discretion, extend this deadline for the submission of bids by amending the Bidding
Documents in which case all rights and obligations of EA and Bidders previously subject to the
deadline will thereafter be subject to the deadline as extended.

5.4 MODIFICATION AND WITHDRAWAL

5.4.1 The Bidder may modify or withdraw its bid after the bid’s submission, provided that written notice
of the modification or withdrawals is received by EA prior to the deadline prescribed for submission of
bids.

5.4.2 The Bidder’'s modification or withdrawal notice shall be prepared, sealed, marked and dispatched
in accordance with the provisions of paragraph 5.4.1, withdrawal notice may also be sent by e-mail
but followed by a signed confirmation copy by post marked and received not later than the deadline
for submission of bids.

5.4.3 Subject to paragraph 5.5, no bid may be modified subsequent to the deadline for submission of
bids.

5.4.4 No bid may be withdrawn in the interval between the deadline for submission of bids and the
expiration of the period of bid validity specified by the Bidder on the Bid Form.

5.5 AMENDMENT IN DOCUMENTS

5.5.1 At any time prior to the deadline for submission of bids, EA may, for any reason, whether on its
own initiative or in response to a clarification requested by a prospective Bidder, modify the provisions
of Bidding Documents by circulation of formal notification of amendment to all those parties who have
obtained the Bidding Documents.

5.5.2 The amendment will be notified in writing by e-mail to all prospective Bidders who have obtained
the Bidding Documents and will be binding on them.

6. COMMERCIAL TERMS.

6.1 BID CURRENCY.

For Foreign Portion the bid price shall be CIP and quoted in US Dollars and for Local Portion the bid
price shall be DDP and quoted in Afghanis.

6.2 BID PRICE.
The bidder shall quote process as per Table 1, Table 1A and Table 1B (Appendix 5 & 6)
6.2.1 For offering prices comprising foreign portion and local portion the bidder shall quote prices for

equipment on CIP basis and for engineering services on DDP basis.
13
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6.2.2 For Foreign Portion the bidder shall quote the CIP USD price of imported Goods as per Table 1-
A.

6.2.3 For Local Portion the bidder will quote all costs and charges including duties, taxes, insurance,
transportation, handling of local goods, local insurance and transportation and other incidental charges
of clearing and bringing imported goods from port of destination to site of installation, paid or payable,
as per Table I-B.

6.2 4 The prices quoted on CIP basis must be firm and final. EA will not take any responsibility for
change in taxes and duties structure for imported goods outside Afghanistan. However, taxes and
duties payable at the time of import are EA responsibility and not included in CIP prices. The bidder
shall also quote the local transportation, insurance and delivery charges after clearance of imported
goods till site of installation being turnkey project.

6.2.5 The price of the goods offered on DDP basis shall be inclusive of all duties/taxes and delivery
charges up to the final site.

6.2.6 The bidder shall also mention clearly the levy or exemption of Tax(s) on the goods being offered
on DDP basis. In case the bidder mentions the levy of Tax(s) and later on after the supply of goods
claims exemption, on part or whole, necessary reduction in price at the applicable rate of Tax(s) will
be made, up to the extent of claimed exemption, at the time of payment. Further in case the bidder
does not mention the levy or exemption of Tax(s), it will be assumed that Tax(s) has been included in
the price (if Tax(s) applies on that particular item). Accordingly later on the claim of Tax(s) exemption
will not be entertained and reduction in price at the applicable rate of Tax(s) will be made at the time
of payment.” For claiming exemption relevant complete documentary proof should be provided. Any
increase or decrease in the applicable rate of Tax(s) till final execution of the contract shall be cost or
benefit of EA.

6.2.7 The Price Schedule shall be completed strictly in accordance with the Bill of Quantities. In case
the price schedule is in different format than the BoQ given in RFP, the bid may be rejected by EA.
However, if the bidder desires to explain any item or any item contains sub-items then those details
should be clearly shown as Annex to Price Schedule and reference to that detail should be given on
face of Price Schedule.

6.2.8 The amount of Tax(s) for the local portion should be shown on items/sub-items wise basis in
detail BoQs, price summaries and all the pricing information provided by the bidder wherever Tax is
applicable. The Tax(s) should be clearly traceable to the items on which it is imposed. Any increase
or decrease in the applicable rate of Tax(s) till final execution of the contract shall be cost or benefit of
EA.

6.2.9 Cost of Services provided in Afghanistan shall be offered in Afghanis.

6.2.10 If a bidder identifies items that are required to make the end-to-end system operate according
to the technical specifications in the Bid Documents and have not included them in their original Pricing
Schedule, then the bidder will be expected to provide these items at no additional cost to EA.

6.2.11 If the bidder identifies that any obligatory item is missing in EA BoQ which is necessary to make
the system functional or necessary being turnkey project, the bidder under a separate head will quote
such items.

6.2.12 Discounts, if any, shall be quoted on item/sub-item wise basis i.e. at unit price level. In case the
bidder offers the discount as “lump sum”, EA has the right to divide that discount proportionately at
each item.

14



RFP #: EA/02-28-2023 D

Dated: 03-April-2023 \e"_tlivslﬁg’lt

6.3 PERIOD OF VALIDITY

6.3.1 Bids shall remain valid for 90 (Ninety) days after the Submission/opening date. A bid valid for a
shorter period may be rejected by EA as non-responsive.

7. EVALUATION OF BIDS.

7.1 PRELIMINARY EXAMINATION

7.1.1 EA will examine the bids to determine whether they are complete, whether any computational
errors have been made, whether required sureties have been furnished whether the documents have
been properly signed and whether the bids are generally in order.

7.1.2 Arithmetical errors will be rectified. If there is a discrepancy between the unit price and the total
price that is obtained by multiplying the unit price and quantity, the unit price shall prevail and the total
price shall be corrected.

7.1.3 If the Bidder does not accept the correction of errors its bid will be rejected.

7.1 4 If there is a discrepancy between words and figures, the amount in words will prevail. However,
in case of any calculation error in multiplication of unit price and quantity, which will result in to a
change in total price also, the amount in words will also be rectified.

7.1.5 Prior to the detailed evaluation, pursuant to paragraph 5.2, EA will determine the substantial
responsiveness of each bid to the Bidding Documents. For this purpose a substantially responsive bid
is one which conforms to the terms and conditions of the Bidding Documents without material
deviations. A material deviation is one which being inconsistent with the Bidding Documents affects in
any substantial way the scope, quality or prescribed delivery schedule or which limits in any substantial
way, the purchaser’s rights or bidder’s obligation under the contract.

EA’s determination of a bid’s responsiveness is to be based on the contents of the bid itself without
recourse to extrinsic evidence.

7.1.6 A bid determined as substantially non-responsive will be rejected by EA and may not
subsequently be made responsive by the Bidder by correction of the non-conformity.

7.1.7 EA may waive off any minor informality or non-conformity or deviation, provided such waiver
does not prejudice or affect the relative ranking of any Bidder.

7.1.8 Disclosure of fact (s) at any stage from bid opening till successful completion/performance of
contract will render the bid, the bidder, the contract, the contractor ineligible, had the fact (s) would
have been disclosed at an earlier stage and which would have caused rejection of the bid, or
disqualification of the bidder, or would have resulted in the termination of contract.

7.2 DETAILED EVALUATION.
7.2.1 Only such bids shall be considered for evaluation which have been previously determined as
substantially responsive in accordance with paragraph 7.1 above and the prices of which have been

quoted strictly in accordance with BILL of QUANTITY (BoQ) and Price Schedule given in the Bid
Documents.
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7.2.2 The comparison and evaluation of bids will be on item wise basis or any combination of the items
in the BoQ as deemed fit by EA. In case of any contradiction between different clauses of the tender,
BoQ will have preference for the purpose of evaluation. In such cases the decision of EA shall be final.

7.3 TECHNICAL EVALUATION.

The bids shall be first evaluated technically. Technical evaluation will be based on the conformity to
required technical specifications and compliance matrix specified in the Bidding Documents. Only
technically compliant bids which meet all the mandatory service effecting requirements will be
evaluated commercially.

7.4 COMMERCIAL EVALUATION.

The comparison and evaluation shall be based on;

7.4.1 Exchange Rate: Closing US$ interbank selling rate prevailing on bid opening date (mentioned
in Tender Notice) as declared by DA Bank Afghanistan on that date will be considered for evaluation
and contract purpose.

7.4.2 Landed Cost; For converting the quoted CIP price to DDP Price the landing factor shall be as
per Appendix 7.

7.4.3 As provided above to bring the CIP price to the level of DDP, loading would be based on
percentage (%age) of Duties and Taxes (as applicable on the items) on CIP Price.

7.4.4 Loading for Late Delivery; All goods offered under this invitation are required based on the
milestones defined in Bidding Documents. Bids offering deliveries later than the above schedule shall
be adjusted in the evaluation by loading the bid by 1% per week or part thereof to the bid price. Bid
offering deliveries delayed by more than (10) ten weeks, beyond tender delivery schedule, shall be
rejected.

7.4.5 Loading for non-compliance to Payment Schedule; Deviation from the payment schedule
from those specified in the bidding documents, unless specifically stipulated as a basis for rejection in
the bidding documents, bids offering different terms of payment shall not be rejected. Instead, the
offered terms of payment shall be evaluated on the basis of commercial loading on the bid price by
adding present value of the additional cost, EA shall incur by accepting such deviations, using a
discount rate (Cost of Capital) of 12% (twelve percent) per annum.

7.4.6 If an obligatory item is missing in price schedule, EA will have the right to load it with the highest
of prices offered by the other bidders.

7.4.7 The price of optional item will not be included for Commercial evaluation.

7.5 LOWEST BID.

Award shall be offered to the bidder whose bid is technically acceptable and having been evaluated
as price wise lowest in manner as specified in Clause 7.4 on complete list basis. EA reserves the right
to offer the award to any bidder whose offer/offered solution/offered Goods is/are in its (EA) opinion
of superior quality even if price wise not evaluated as lowest bid. EA also reserves the right to award
the contract to more than one vendor as per award criteria.
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7.6 1SO 9002 CERTIFICATION

In addition to the above factors preference shall be given to manufacturers having obtained (In case
of Foreign manufacturers) or in the process of obtaining (local manufacturers) of relevant ISO 9002
certification of quality and standards.

7.7 CLARIFICATIONS

To assist in the examination, evaluation and comparison of bids EA may, at its discretion, ask the
bidder for a clarification of its bid. The request for clarification and the response shall be in writing and
no change in the price or substance of the bid will be sought, offered or permitted.

Any bid clarification should be (Technical/Commercial) finalized maximum 05 days before submission
date of the bid.

7.8 INFLUENCING EVALUATION

7.8.1 Subject to paragraph 7.7, no Bidder shall contact EA on any matter relating to its bid, from the
bid opening till the time the contract is awarded.

7.8.2 Any effort by a bidder to influence EA bid evaluation, bid comparison or contract award decision
may result in the rejection of that Bidder’s bid.

7.8.3 The bidder shall be liable to be disqualified in case of applying extraneous pressures or other
unhealthy influences in dealings with EA.

7.8.4 The bidders found involved in above mentioned or similar non transparent practice are liable to
be black listed and forbidden from participation in future bidding for any period declared by EA.

7.8.5 The bidder shall provide a certificate duly attested to the affect that extra payment in the form of
commission, over and above the contracted value, has neither been paid nor shall be paid to any
authority in Afghanistan.

8. AWARD OF TENDER.

8.1 AWARD CRITERIA

8.1.1 EA will award contract to the successful Bidder whose bid has been determined substantially
responsive and has been determined as the lowest evaluated bid as per Clause 7.2 provided further
that the Bidder is determined to be qualified to satisfactorily perform the contract. EA may at its
discretion award the contract to another Bidder if in its opinion the above criteria are not met.

8.1.2 The bid shall only be submitted complete. In order to encourage a multi contractor environment
the tender is to be awarded on complete basis to a prime contractor who may choose to sub-contract
package wise as may be applicable/ beneficial to EA.

8.1.3 ASSESSMENT OF PERFORMANCE.

During evaluation EA will check the Software/Hardware and Engineering features. EA reserves the
right to reject bid which in the opinion of EA do not meet substantially the system requirements as
specified.
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8.2 PURCHASERS RIGHT FOR ACCEPTANCE/REJECTION OF BIDS

EA reserves the right to accept or reject any bid and to annul the bidding process and reject all bids
at any time prior to award of the contract, without thereby incurring any liability to the affected bidder,
or bidders or any obligation to inform the affected bidder or bidders of the grounds for EA action.

8.3 NOTIFICATION OF AWARD

8.3.1 Prior to the final expiry of the period of bid validity, EA will issue a letter of Intent (‘Lol’) notifying
the successful bidder in writing by registered letter or e-mail, to be confirmed in writing that its bid has
been accepted.

8.3.2 The issuing of the Lol shall not be construed as legal binding until a contract has been agreed
and signed between EA and the successful Bidder. The successful Bidder will make available the
appropriate resources to ensure that a contract can be agreed and signed by both parties within seven
(7) days of the issuing of the Lol.

8.3.3 Between signing the Lol and prior to signing the Contract, the successful Bidder must
successfully demonstrate to the satisfaction of EA, a proof of concept system showing key elements
of the system as defined in the Bid Documents.

8.3.4 Upon the successful Bidder’s furnishing of performance security pursuant to paragraph 8.4, EA
will notify each un-successful bidder.

8.4 PERFORMANCE SECURITY

8.4.1 The successful bidder prior to signing of the contract or within seven (7) of signing the
contract shall furnish the performance security, in accordance with the conditions of contract
and the tender document in the performance security form provided in the bidding/tender
documents (Appendix 2).

8.4.2 Failure of the successful Bidder to comply with the requirements of sub clause 8.4.1,
8.4.3.1 and 8.4.3.2 shall constitute sufficient grounds for the annulment of the award and
cancellation of registration of bidder with EA, in which event EA may make the award to next
lowest evaluated and technically compliant bidder or call for new bids.

8.4.3 The performance security shall be denominated in USD/Afghanis (the currency of the
contract) and shall be in following form;

8.4.3.1 An unconditional irrevocable Bank Guarantee issued by a Bank located in Afghanistan
and in the form provided in the Bid Documents (Appendix 2). The performance security shall
remain valid till the expiry of the 12 (twelve) months or any extended period of warranty period
beyond 12 (twelve) months after issuance of Provisional Acceptance Certificate (‘PAC’)
certifying receipt of goods in good order and conditions. The performance security will be
discharged by EA not later than 30 days following the date of completion of the contract and
issuance of Final Acceptance Certificate (FAC).

8.4.3.2 The performance security shall be equal to or more than the amount of 10% of the
contract price. If the performance Bond is not submitted to EA within seven (07) days specified
period or it is not issued in the form provided in the bid documents or its amount is less than
10% of the contract price EA reserves the right to cancel the purchase contract/notification of
award and cancel the registration of bidder with EA.
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8.4.3.2 The performance security shall be equal to or more than the amount of 10% of the
contract price. If the performance Bond is not submitted to EA within seven (07) days
specified period or it is not issued in the form provided in the bid documents or its amount is
less than 10% of the contract price EA reserves the right to cancel the purchase
contract/notification of award and cancel the registration of bidder with EA.

9. CONDITIONS OF CONTRACT.

9.1 APPLICABLE LAWS

a. The contract shall be construed and governed in accordance with the laws of the Islamic
Republic of Afghanistan.

b. The contractor shall respect the provisions contained in Tax Laws notified by the Government
(Islamic Republic of Afghanistan).

9.2 EXPORT/IMPORT LICENSES

9.2.1 For imported Goods under the contract, the contractor shall be responsible for obtaining export
licenses as required. Any delay in shipment caused due to export license shall not be considered
“‘FORCE MAJEURE”.

9.2.2 For domestic Goods (the local/domestic manufacture or off the shelf supply), the contractor shall
be responsible for obtaining import licenses (if required) as well. Any delay on this account shall not
be considered “FORCE MAJEURE”.

9.3 TAXES AND DUTIES

9.3.1 For CIP Prices; The Contractor shall be responsible for marine insurance, all taxes,
levies (excluding, custom duty, sales and income tax (if any) at import stage), transportation,
handling, warehousing, license fees and any other levies outside Afghanistan in connection
with the execution and performance of this contract.

9.3.2 For DDP Prices; The Contractor shall be responsible for all applicable taxes,
duties, license fees, Insurance, freight charges, local transportation, handling and other
incidental charges etc. incurred or accrued until the final delivery of the Goods or other
obligations regarding services.

9.3.3 Any increase or decrease in the rates of Tax(s), (if any) in case of local component shall
be to the cost or benefit of the EA till final execution of the contract.

9.3.4 Any increase or decrease in the rates of Tax(s), (if any) in case of local component shall
be to the cost or benefit of the EA till final execution of the contract

9.3.5 Withholding tax (if applicable) shall be deducted on local portion only as per prevailing
rates as notified Islamic republic of Afghanistan.

9.3.5.1 Withholding tax (if applicable) shall be deducted on local portion only as per prevailing
rates as notified Islamic republic of Afghanistan. The amount of withholding Tax(s) is 2% of all
project cost for local/registered companies who have Afghanistan Government Official Work
License and 7% for International/ nonregistered companies.

9.3.5.1 Royalty Tax will be applied 20 % only on Software and License parts of Project and
Vendor is responsible for payment of this taxes.
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9.3.6 Any increase or decrease in rates of duties and Taxes prevailing as on the date of
contract shall be to the cost or benefit to EA.

9.3.7 The contractor will fully inform itself of all Islamic Republic of Afghanistan Tax Regulation
and will pay all taxes; duties, tariffs and impositions lawfully assessed against the contractor
for execution and performance of the contract.

9.3.8 The contractor will be responsible for payment of all local insurance and transport
charges up to the delivery of equipment at the EA designated site.

9.3.9 The contractor will be responsible for transportation, handling, storage and insurance of
the equipment supplied under the contract until the issuance of “Provisional Acceptance
Certificate”.

9.4 GOVERNING LANGUAGE

The contract shall be written in English language, which shall govern its interpretation. All literature,
correspondence and other documents pertaining to the contract, which are exchanged by the parties,
shall be written in the same language.

9.5 NOTICES

9.5.1 Any notice given by one party to the other pursuant to this contract shall be sent in writing or by
e-mail and confirmed in writing to the address specified for that purpose.

9.5.2 A notice shall be effective when delivered or on the notice’s effective date, whichever is later.

9.6 INTELLECTUAL PROPERTY RIGHTS.

9.6.1 The Contractor shall fully indemnify the EA against all actions, claims, demands, proceedings,
damages, costs, charges and expenses arising from or incurred by reason of any infringement or
alleged infringement of any intellectual property rights including copyright, patent rights, design rights
and trade marks by use or possession of the service, software and equipment supplied by the
contractor.

9.6.2 If at any time any allegation of infringement of any intellectual property rights including copyright,
patent rights, design rights and trade marks by the use or possession of the service, software and
equipment supplied by the contractor under the contract is made or in the contractor’s reasonable
opinion is likely to be made, the contractor may at its own expense modify or replace the service,
software and equipment, without detracting from overall performance, the contractor making good to
the EA any loss of use during modifications or replacement, so as to avoid the infringement.

9.7 AFFIRMATION.

9.7.1 No Staff or employee of EA shall be admitted to any share or part of this Contract or to any
benefit that may arise there from.

9.7.2 The Contractor declares and affirms that;

A. The Contractor and its shareholders, directors, officers, employees, and agents have not paid nor
undertaken to pay, any bribe, pay-off, kick-back or unlawful commission. The Contractor and its
shareholders, directors, officers, employees, and agents have not in any way or manner paid any
sums, whether in Afghanis or a foreign currency and whether in Afghanistan or abroad, given or offered
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to give any such gifts and presents in Afghanistan or abroad, to any staff or employee of EA or any
other person to procure this tender/contract. The Contractor undertakes not to engage in any of these
or similar acts during the term of this Contract.

B. The contract shall be liable for cancellation during any time of execution if such an act is proved.

C. The Contractor shall sign a declaration on his Letter Head as per specimen annexed.

9.8 STANDARDS & SPECIFICATIONS

The goods supplied under this contract shall conform to the standards and Specifications, and when
no applicable standard is mentioned; to the authoritative standard appropriate to the Goods country
of origin and such standards shall be the latest issued by the concerned institution. In case of
conflicting specifications appearing in the documents, decision of EA will be final and most strict
version will hold good.

9.9 CONFIDENTIALITY OF INFORMATION

9.9.1 The Contractor shall not, without EA’s prior written consent disclose the contract, or any provision
thereof, or any specification, plan, drawing, pattern, sample or information furnished by or on behalf
of EA in connection therewith, to any person other than a person employed by the contractor in the
performance of the contract. Disclosure to any such employed person shall be made in confidence
and shall extend only as far as may be necessary for purposes of such performance.

9.9.2 The contractor shall not, without EA’s prior written consent, make use of any documents or
information except for purposes of performing the contract.

9.19.3 Any documents, other than the contract itself, shall remain the property of EA and shall be
returned (in all copies) to EA on completion of the contractor’s performance under the contract if so
required by EA.

9.10 EVIDENCE OF RELIABILITY

Contractor shall also provide convincing evidence of reliability of Goods, Equipment and Systems
characteristics to afford a basis of evaluating the maintenance requirements and to assess
maintenance cost that will be required to ensure continued operation in accordance with specified
performance reliability requirements.

9.11 QUALITY

The materials and workmanship of the supplied Goods and Services provided under the contract must
be of the highest quality and free from all defects. System provided shall be of the best quality and
field proven.

9.12 WARRANTY

9.12.1 The contractor warrants that the Goods supplied under the contract are brand new, un-used,
of the most recent or current models and incorporate all the latest improvements in design and
materials unless provided otherwise in the contract. The contractor further warrants that all Goods
supplied under this contract shall have no defect arising from design, material or workmanship (except
insofar as the design or material is required by EA specifications) or from any act or omission of the
contractor, that may develop under normal use to the supplied goods in the conditions prevailing in
the country of final destination.

21



RFP #: EA/02-28-2023 D

Dated: 03-April-2023 \e"_tlivslﬁg’lt

9.12.2 This warranty shall remain valid for 12 (twelve) months after issuance of PAC by authorised
staff of EA certifying receipt of Goods in good order and condition.

9.12.3 EA shall promptly notify the contractor in writing of any claims arising under this warranty.

9.12.4 Upon receipt of such notice, the contractor shall, with all reasonable speed, repair or replace,
at EA’s installation site and/or consignee’s Warehouse as the case may be at that time, the defective
Goods or part thereof, without costs to EA.

9.12.5 If the contractor, having been notified, fails to remedy the defect(s) within fifteen (15) days or
the period as mutually agreed between EA and the contractor, EA may proceed to take such remedial
actions as may be necessary, at the contractor’s risk and expense and without prejudice to any other
rights which EA may have against the contractor under the contract.

9.12.6 The Contractor shall promptly correct at no cost to EA, any defect in any work of correction
executed previously, upon receipt of written notice of defect within twelve months warranty period from
the acceptance of the corrected defect.

9.13 RESPONSIBILITIES AND OBLIGATIONS

The contractor shall manufacture and arrange CIP and/or DDP delivery to EA’s designated
warehouse(s)/site (s) to be defined in the contract.

The contractor shall conform with and abide by the provisions of all Federal, Provincial and Local
Laws, Regulations and any other Laws for the time being in force in Islamic Republic of Afghanistan
including all regulation’s or by-laws of any local or other duly constituted authority within Afghanistan
which may be applicable to the performance of the contract and the rules and regulations of public
bodies and companies whose property or rights are affected or may be affected in any way by the
works (here in after referred to as “state laws”) and shall give all notices and pay all fines required to
be given or paid thereby and shall keep EA indemnified against all penalties of every kind for breach
of any of the same. For the term of the contract, as far as reasonably practicable and without liability
on its part, EA shall provide such information as may be required by the contractor.

9.14 ASSIGNMENT
The contractor shall not assign, in whole or in part, its obligations to perform under this contract, except

with EA’s prior written consent. Any assignment shall not relieve the contractor from any liability or
obligation under the contract.

9.15 SUB-CONTRACTS

9.15.1 The contractor shall notify EA in writing of all sub-contractors awarded under the contract if not
already specified in its bid. Such notification, in his original bid or later shall not relieve the contractor
from any liability or obligation under the contract.

9.15.2 Sub-contractors must comply with the provision(s) contained within the Bid Documents.

9.16 CHANGE OF ORDER

9.16.1 EA may at any time, by written order given to the Contractor, make change within the
general scope of the contract in any one or more of the following:

9.16.1.1 The method of shipment or packing.
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9.16.1.2 The place of delivery.
9.16.1.3 The services to be provided by the contractor.

9.16.1.4 Increase or decrease the quantity of Goods by 15%. (This may be a case of repeat
order after successful completion of contract under consideration)

9.16.1.5 If any such change causes an increase or decrease in the cost of or the time required
for the contractor’s performance of any part of the work under the contract, whether changed
or not changed by the order, an equitable adjustment shall be made in the contract price or
delivery schedule, or both, and the contract shall accordingly be amended. Any claims by the
contractor for adjustment under this paragraph must be asserted within fifteen (15) days from
the date of contractor’s receipt of EA changed order. Equitable adjustment shall be such that
unit rate does not increase from original contracted rate.

9.16.1.6 Any changes to the project milestones as defined in Bid Documents must go through
a formal change control process as defined in the Bid Documents and be approved by both EA
and the contractor.

9.17 CONTRACT AMENDMENTS

No variation in or modification of the terms of the contract shall be made except by written
amendment signed by the parties.

9.18 DELIVERY.

9.18.1 Delivery of the goods shall be made by the contractor in accordance with the terms specified
by EA in the RFP/Bid Documents and the condition of contracts and Goods shall remain at the risk of
the contractor until the system is commissioned into the service. Goods must be delivered according
to the milestones defined in RFP/Bid Documents. Time is of essence in completion of project, failure
to meet these milestones may result in imposing of liquidated damages by EA

9.19. DOCUMENTS.
9.19.1 Documents for Imported Goods CIP

Upon shipment, the contractor shall notify EA full details of the shipment including contract number,
description of Goods, quantity, the vessel, the bill of lading number and date, port of loading, date of
shipment, port of discharge, etc. The contractor shall also mail the following shipping documents;

Valued Invoices clearly mentioning the quantity and unit prices of the items.
Packing List.

Freight Memo.

Marine Insurance Certificate.

Weight & Measurement Certificate.

Original Bill of Lading through bank.

7 Non-negotiable Bill of Lading.

8. Certificate of Origin.

9. Pre-shipment Testing and Inspection Certificate (if applicable).

10. Warranty Certificate.

ouswNE

9.19.2 The above documents shall be received by EA at least one week before arrival of goods at the
port of destination and if not received, the contractor will be responsible for any consequent expenses.
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Also if these shipping documents as well as marking etc. are not strictly in accordance with the contract
or with the preceding relevant paragraph consequently causing undue delay on the EA part in clearing
the Goods from the customs, the contractor shall be held responsible for any amount of expenses
incurred thereby such as warehouse rent and other extra charges imposed upon EA. The contractor
shall be billed for such expenses, payment of which shall upon request be made promptly by the
contractor to EA in the form of either a Cheque or Demand draft or Bank Transfer in EA favour. In
case of short shipment or short packing, if EA has not earlier been notified by the contractor of the
short shipped or short packaged materials before the arrival of the Goods causing EA to pay for full
amount of import duty on the Goods fully invoiced, the contractor shall be held responsible for any
import duty or other charges to be paid by EA in processing the short shipped or short packaged
materials which are sent by contractor to EA afterwards through the port of destination for which
duplicate duty or charges had already been paid at the time of earlier shipment.

9.19.3 CONSIGNEE (for CIP Goods):-
Manager Logistic, Etisalat Afghanistan, Kabul-Afghanistan shall be the Consignee of the CIP Goods.

9.19.4 Domestic Goods (local component) Documents;

i.Delivery note/transporter’s/truck receipt duly verified/acknowledged by the Consignee.
ii. Manufacturer's/contractor’s warranty certificate.
iii.Inspection Certificate issued by the EA nominated inspection agency/staff and the contractor’s
factory inspection report.
iv.Certificate of origin.
v.Consignee’s certificate that the Goods have been received in good order and condition issued
by EA authorised staff
vi.Tax(s) payment documents.
vii.Copies of the documents described above shall be submitted to the consignee, the in charge of
EA Warehouse Kabul/Project Director of the project.

9.20 INSURANCE.

9.20.1 For the local Goods; the local component of the Goods shall be fully insured by the contractor
in a freely convertible currency against loss or damage incidental to manufacture or acquisition,
transportation, storage, delivery, installation and commissioning in the manner specified in this section
of Conditions of Contract.

9.20.2 For CIP Goods; All the imported Goods supplied under the contract shall be insured by
contractor until cleared from the port against loss or damage incidental to transportation, storage and
delivery in the manner specified in the conditions of contract. After clearance of goods from port by
EA, Goods will be handed over to contractor to deliver at final destination (being turnkey project). Local
insurance charges of imported Goods shall be the responsibility of the contractor and included in the
price.

9.20.2 Insurance of the imported Goods from the port of destination up to site of installation and till
issuance of PAC is the responsibility of the contractor.

9.20.3 All Goods will remain insured by the contractor till the issuance of PAC covering all risks
including but not limited to theft, pilferage, damage, deterioration, breakage etc.
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9.21. PACKING & MARKING

9.21.1 The contractor shall provide such packing of the Goods & Equipment as is required to prevent
damage or deterioration during transit to their final destination as indicated in the contract. The packing
shall be of sufficient strength to withstand, without limitation, rough handling during transit and
exposure to extreme temperature, salt and precipitation during transit and upon storage. Packing case
size and weight shall take into consideration, where appropriate, the remoteness of the Goods final
destination and the absence of heavy handling facilities at all points in transit. In case of any damage
to the materials due to insecure and /or improper packing, resulting on account of normal handling,
the contractor shall make good such damages free of charge to EA.

9.21.2 The packing, marking and documentation within and outside the packages shall comply strictly
with such special requirements as shall be expressly provided for in the contract or any subsequent
instructions by EA.

9.21.3 Each packing shall be clearly and legibly marked in English with the name of the contractor,
the consignee, Contract No. and date and quantity of material.

9.22 TRANSPORTATION

The transportation charges of all goods up to the final destination/site of installation as shall be
specified in the contract shall be arranged and paid for by the contractor, and the cost thereof shall be
included in the contract price.

9.23 TESTING OF GOODS

The contractor shall provide documentary evidence for using the raw material used for manufacturing
of Goods as mentioned in the Contract, of a reputable company.

9.24 INSPECTION AND TESTS

9.24.1 EA reserves the right for itself and/or its nominee to be present and patrticipate in any test (s)
carried out on all or any part of the Goods and to insist on any test, which he may deem necessary.

9.24.2 EA or its nominated representative shall have the right to inspect and/or to test the Goods to
confirm their conformity to the contract specification as defined in the Bid Documents. The conditions
of the contract and/or the Technical Specifications shall specify what inspections and test EA requires
and where they are to be conducted. EA shall notify the contractor in writing of the identity of any
representatives entrusted for this purpose.

(a) For the purpose of inspection, contractor shall accord to EA nominated representative
the right of access to all parts of the factory concerned with the manufacturing of the Goods
and shall provide with such inspection facilities, test apparatus and services as may be
required.

(b)  The inspections and test may be conducted on the premises of the contractor or its
subcontractor’s at point of delivery and/or at the Goods final destination on the risk and cost of
the bidder as and when decided by EA. When conducted on the premises of the contractor or
its sub-contractors, all reasonable facilities and assistance including access to drawings and
production data shall be furnished to the Inspectors at no charge to EA.
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9.24.3 Should any inspected or tested Goods fail to conform to the specifications, EA may reject them
and the contractor shall either replace the rejected Goods or make alterations necessary to meet
specification requirements free of cost to EA.

9.24.4 EAright to inspect, test and where necessary, reject the Goods after arrival in Afghanistan shall
in no way be limited or waived by reason of the goods having previously been inspected, tested and
passed by EA or its representative prior to the Good’s shipment from the country of origin.

9.24.5 Pre-shipment inspection, examination or testing, if made, shall not relieve the supplier from any
obligations under the contract.

9.24.6 In the event of any irregularity in test reports, specifications and/or packing as found by EA
authorized Inspector, the contractor shall immediately upon the Inspector's notification make
necessary modifications, repair, and/or even remanufacture prior to delivery of the supplies ex-factory
for shipment.

9.24.7 On conclusion of the factory tests to the satisfaction of EA and before shipment from the factory,
a FACTORY TEST RELEASE CETIFICATE shall be signed by EA representative. If EA advises that
the representative will not attend, the Contractor shall endorse the certificate.

9.24.8 An inspection certificate issued by EA authorized Inspector certifying that the Goods comply
with this contract in all aspects, shall be one of the documents to be presented as a condition of
payment under the letter of Credit.

9.24.9 Should EA representative attend at the appointed time for the factory testing and the tests be
delayed through reasons with in suppliers control, or should the Goods not reach the required
objectives of the tests , then the additional costs incurred by EA by reasons of delay or repeated tests,
shall be also chargeable to the contractor.

9.24.10 If any part of the Equipment/Plant or Goods offered for inspection does not conform to the
prescribed specification and is rejected by the Inspector, the re-inspection charges and other relevant
expenditure to be incurred thereof for the rejected Goods will be paid by the contractor.

9.24.11 The contractor shall propose and submit “Acceptance Test Procedure”, for EA approval (if EA
has not already specified its own Test Procedure) based on the specifications defined in the Bid
Documents. EA may approve the procedure as proposed or after such modifications as are deemed
necessary for proof of performance. The acceptance tests will be performed as per the project plan
and be performed in accordance with the overall milestones defined in the Bid Documents. No item
subject to factory test will be supplied without the factory test procedure having been completed.

9.24.12 Following inspection procedures and tests are required by EA,

1) The contractor will notify EA and its authorized inspector of the shipment of Goods based on
the agreed project milestones.

2) EA authorized inspector shall have the authority to reject any Goods or lots/portion of Goods,
which are found to be defective in material or workmanship or otherwise not in conformity with
the requirements of the contract.

3) In the event EA inspector rejects any Goods, the contractor shall furnish additional quantities
for inspection and approval in lieu of the Goods rejected, if requested to do so by EA or its
authorized inspector. If rejection is made at a point other than the contractor's premises the
contractor shall promptly upon request from EA remove the rejected Goods at the contractor’s
expenses.

4) EA independent inspection or waiver thereof does not relieve the contractor from responsibility
to furnish Goods in conformity with contract requirement and free of all defects.
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5) To terminate the contract forthwith by notice in writing to the contractor or to the receiver or
liquidator or to any person in whom the contract may become vested, in which event the relevant
portion of paragraph titled "TERMINATION OF CONTRACT FOR DEFAULT" shall apply as if the
contract had been terminated in pursuance thereof ; or

6) Give such receiver, liquidator, or other person the option of carrying out the contract subject to
his providing a guarantee for the due and faithful performance of the contract up to an amount to
be agreed.

9.25 PROOF OF PERFORMANCE

9.25.1 The contractor shall offer the systems to EA for Provisional Acceptance Testing as
soon as he (the contractor) is satisfied that the systems are ready for commissioning into
service. The contractor shall provide the supervisory personnel and equipment necessary to
make proof of performance test as required in the Bid Documents and as approved by EA.

9.25.2 Failure to meet such tests or any test required by to show compliance with the specifications
in the Bid Documents shall be sufficient cause for rejection and such test or tests shall be repeated
after modifications or replacements as deemed necessary for EA.

9.25.3 If performance is found to be marginal or that the results of any phase of the tests are
inconclusive, further testing shall be performed as required by EA. Any such re-work or re-testing shall
be at the cost of contractor.

9.25.4 In the event that the results of the test indicate that the equipment proposed by the contractor
is not at a satisfactory level to provide the services, systems and features defined in the Bid
Documents, then EA reserves the right to terminate the contract with the contractor and seek
appropriate damages.

9.25.5 Upon satisfying himself that the systems are ready for commissioning into service and their
performance complies with the specifications laid down in the Bid Documents, and that the spare parts
are complete in working order and in place, and that the training has been completed as required from
the contractor, EA shall provide to contractor the Provisional Acceptance Certificate (PAC).

9.25.6 At least four weeks before offering the systems for acceptance testing, the contractor shall
propose acceptance test procedure, for EA's approval. EA may approve the procedure as proposed,
or after such modifications as are deemed necessary for proof of performance.

9.26 ACCEPTANCE TESTING

9.26.1 Acceptance testing of the equipment shall be done by EA under supervision of the contractor.
The contractor will supply the necessary testing equipment/ gear at his/her cost if required.

9.26.2 EA will provide test gear if available. In the bid, testing equipment, gears and test procedures
should be clearly spelt out. Testing of the system shall be in accordance with latest 1SO, ITU-T and
IEEE / ANSI recommendations or the technical specifications provided in the Bid Documents or the
contractor’s offer which-ever is higher. All test gears required and which are not available with EA, will
be provided by the contractor at his own cost.

9.26.3 On conclusion of acceptance testing, if the contractor intends to export the test gear back from
Afghanistan, he should indicate so clearly in his bid.
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9.26.4 Upon the successful completion of the acceptance tests a Provisional Acceptance Certificate
(PAC) will be issued by EA.

9.27 REMOVAL OF DEFECTS

9.27.1 The contractor shall make good with all possible speed all defects arising from defective design,
material, workmanship or from any act of omission of the contractor and those which may develop
under the condition provided for by the contract and under proper use of the plant or any portion during
twelve (12) months after issuance of last Provisional Acceptance Certificate. If any such defect shall
occur, EA or his authorized representative shall promptly inform the contractor stating in writing the
nature of the defect. If the contractor replaces or renews any part of the plant, the provision of this
paragraph shall apply to the part of the plant so replaced or renewed subject to the substitutions, for
the words “DURING Twelve (12) MONTHS AFTER ISSUANCE OF THE PROVISIONAL
ACCEPTANCE CERTIFICATE” as mentioned above by the words “Twelve (12) MONTHS FROM THE
DATE OF REPLACEMENT OR RENEWAL". The supply to EA of a part in replacement thereof shall
constitute fulfilment by the contractor of his obligation under this paragraph in respect of that defective
part:

9.27.2 If it is reasonably practicable for a defective part to be returned to the contractor and the
contractor shall call for its return, EA or his authorized representative shall cause it to be returned to
the contractor freight collect and the defective part shall become the property of the contractor.

9.27.3 If any such defects as aforesaid be not made good within fifteen (15) days EA may proceed to
do the work at the contractor's risk and expense.

9.28 FOREIGN TRAINING

If required by EA, training will be arranged for EA Engineers/staff to perform and the cost for the same
i.e. travelling, boarding and lodging shall be borne by the contractors. This cost must be shown
separately in the price schedule; if training price is not mentioned separately then it will be considered
free of cost (FOC).

9.29 LOCAL TRAINING

The contractor shall execute sufficient training for local EA engineers. Complete proposal of the
training courses and its duration covering Operation, Maintenance, Diagnostic, Testing Measurements
and Repairs. Local Training along with material, stationary & literature will be arranged by the
Contractor free of cost. This cost must be shown separately in the price schedule if training price is
not mentioned separately then it will be considered Free of Cost (FoC).

9.30 PRE-SHIPMENT INSPECTION

If required by EA, pre-shipment inspection of the Goods in the manufacturer premises will be carried
by a two member’s team of EA Engineers and the cost for the same i.e. travelling, boarding and lodging
shall be borne by the Contractors. This cost must be shown separately in the price schedule.

9.31 FINAL ACCEPTANCE CERTIFICATE.

The Final Acceptance Certificate (FAC) will be issued subject to the following;

“Twelve (12) months of satisfactory operation/performance after Provisional Acceptance Certificate
(PAC), replacement of defective parts and materials and removal of all discrepancies and fulfilment of
any obligations including warranty and/or penalties etc”.
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9.32. DUTIES & RESPONSIBILITIES.
9.32.1 CONTRACTOR’S NEGLIGENCE.

The contractor shall indemnify EA in respect of all injury or damage to any person or to any property
and against all actions, suits, claims, demands, charges and expenses arising in connection herewith
which shall be occasioned by the negligence or breach of statutory duty of the contractor, any sub-
contractor before or after, the whole of the project has been finally accepted.

9.32.2 DELAYS IN PERFORMANCE.
9.32.2.1 Delivery of the Goods shall be made by the contractor in accordance with the project plan.

9.32.2.2 Time is of essence in completion of the project; all the timelines/milestones are to be strictly
adhered to. Any unexcused delay by the contractor in performance of its delivery/project completion
obligations shall render the contractor liable to any or all penalties, charges of the deliverables and
performance of services or termination of the contract, the contractor shall promptly notify EA in writing
of the fact of the delay, it’s likely duration and its causes.

9.32.3 CONTRACTOR'S DEFAULT

9.32.3.1 If the contractor shall neglects to perform the contract with due diligence and expedition or
shall refuse/or neglect to comply with any reasonable instructions given to him in writing by EA or any
of its authorized representative in connection with the performance of the contract or shall contravene
the provisions of the contract, EA may give notice in writing to the contractor to make good the failure,
neglect or contravention complained of.

9.32.3.2 Should the contractor fail to comply with the said notice, within 15 days from the date of issue
of said notice thereof, it shall be lawful for EA forthwith to terminate the contract by notice in writing to
the contractor without prejudice to any rights which may have accrued under the contract to either
party prior to such termination.

9.32.3 3 If EA have to incur extra cost for procuring any part of Goods or any such similar Goods not
delivered in accordance with the Contract on the date of such termination, the Contractor shall pay on
demand within one month the amount of such extra costs incurred by EA.

9.32.3.4 If the contractor fails to complete any of his obligations within the extended time mutually
agreed between the parties under “FORCE MAJEURE” and EA shall have suffered any loss from
such failure, EA shall be entitled to deduct from the contract price at the rate of one (01) percent per
week of the contract value of the Goods which cannot in consequence of the said failure be put to the
use intended for such work for each week between the time fixed in the Contract (except as aforesaid)
and the actual date of completion.

9.32.4 AMICABLE SETTLEMENT.

9.32.4.1 The contract will be construed under and governed by THE LAWS OF THE ISLAMIC
REPUBLIC OF Afghanistan.

9.32.4.2 EA and the contractor shall make every effort to resolve amicably by direct informal
negotiation any disagreement or dispute arising between them under or in connection with the
contract.
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9.32.4.3 Except as otherwise provided in the contract, any difference, dispute or question arising out
of or with reference to the contract which cannot be settled amicably shall within (30) thirty days from
the date that either party informs the other in writing that such difference, dispute or question exists
be referred to arbitration.

9.32.4.4 Within 30 days of the aforesaid notice, both parties shall nominate and agree upon a sole
arbitrator for commencement of the arbitration proceedings.

9.32.4.5 The arbitration shall be conducted in accordance with the rules and procedure set forth in
Laws of Islamic Republic of Afghanistan. The Arbitration Tribunal shall have its seat in Kabul,
Afghanistan.

9.32.4.6 The award of the arbitrator shall be final and binding on both parties.
9.32.4.8 The cost of the arbitrator shall be borne equally by both parties.

9.32.4.7 In the event of an arbitrator resigning or becoming incapable or unable to act, the parties shall
nominate and agree on a replacement within two weeks of such an event. Proceeding shall continue
without recommencing as if such arbitrator had been originally nominated.

9.33. FORCE MAJEURE.

9.33.1 Notwithstanding the provisions of the paragraph 9.2, and 9.3, the contractor shall not be liable
for forfeiture of its performance security, liquidated damages or termination for default, if and to the
extent that, it's delay in performance or other failure to perform its obligations under the contract is the
result of an event of Force Majeure.

9.33.2 If either party is temporarily rendered unable, wholly or in part by Force Majeure to perform its
duties or accept performance by the other party under the Contract it is agreed that on such party,
giving notice with full particulars in writing of such Force Majeure to the other party within 14 (fourteen)
days after the occurrence Expansion such Force Majeure shall be suspended during the continuance
of any inability so caused but for no longer& period and such cause shall as far as possible be removed
with all reasonable speed. Neither party shall be responsible for delay caused by Force Majeure. The
terms “Force Majeure” as used herein shall mean Acts of God, strikes, lockouts or other industrial
disturbance, act of public, enemy, war, blockages, insurrections, riots, epidemics, landslides,
earthquakes, fires, storms, lightning, flood, washouts, civil disturbances, explosion, Governmental
Export/Import Restrictions (to be supported by a letter from the relevant Authority and verified by the
Diplomatic Mission in Afghanistan),Government actions/restrictions due to economic and financial
hardships, change of priorities and any other cause similar to the kind herein enumerated or of
equivalent effect, not within the control of either party and which by the exercise of due care and
diligence either party is unable to overcome. The term of this Contract shall be extended for such
period of time as may be necessary to complete the work which might have been accomplished but
for such suspension. If either party is permanently prevented wholly or in part by Force Majeure for
period exceeding One (01) month from performing or accepting performance, the party concerned shall
have the right to terminate this contract immediately giving notice with full particulars for such Force
Majeure in writing to the other party, and in such event, the other party shall be entitled to
compensation for an amount to be fixed by negotiations and mutual agreement.

9.33 If a Force Majeure situation arises, the contractor shall promptly notify EA in writing of such
conditions and the cause thereof. Unless otherwise directed by EA in writing, the supplier shall
continue to perform its obligations under the contract as far as is reasonably practicable, and shall
seek all reasonable alternative means for performance not prevented by the Force Majeure event.
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9.34. INDEMNIFICATION.

9.34.1 Contractor shall indemnify and save harmless EA from and against all losses and all claims,
demands, payments, suits, actions, recoveries and judgment of every nature and description made
and related cost and expenses brought or recovered against the EA related to the work done under
this Contract, by reasons of any act, omission to act or status of liability of Contractor or its agents or
employees. Contractor agrees to give EA prompt notice of any possible liability.

9.34.2 If the Contractor is in breach of any obligations under this Contract (or any part of it) to EA or
if any other liability is arising (including liability for negligence or breach of statutory duty) then the
maximum liability of the Contractor under this contract shall be limited to the Total Contract Price.

9.35 TERMINATION OF CONTRACT.
9.35.1 TERMINATION OF CONTRACT FOR DEFAULT.

EA may, without prejudice to any other remedy for breach of contract, by written notice of default sent
to the contractor terminate this contract in whole or in part;

9.35.1.1 If the contractor fails to deliver any or all of the deliverables within the time period’s specified
in the contract or any extension thereof granted by EA.

9.35.1.2 If the contractor fails to perform any other obligation under the contract; or

9.35.1.3 If the contractor, in either of the above circumstances, does not cure its failure within a period
of fifteen (15) days (or such longer period as EA may authorize in writing) after receipt of the default
notice from EA.

9.35.2 In the event EA terminates the contract in whole or in part, EA may procure, upon such terms
and in such manner as it deems appropriate, Goods similar to those undelivered, and the contractor
shall be liable to EA for any excess costs for such similar Goods. However, the contractor shall
continue performance of the contract to the extent not terminated.

9.35.3 TERMINATION FOR INSOLVENCY.

Without prejudice or affecting of any right action or remedy which has accrued or will accrue there-
after to EA, EA may at any time terminate the contract by giving written notice to the contractor, without
compensation to the contractor if the contractor becomes bankrupt or otherwise insolvent.

9.35.4 TERMINATION FOR CONVENIENCE.

9.35.4.1 EA may by written notice sent to the contractor terminate the contract in whole or in part at
any time for its convenience. The notice of termination shall specify that termination is for EA
convenience, the extent to which performance of work under the contract is terminated, and the date
upon which such termination becomes effective.

9.35.4.2 The Goods and Equipment that are completed and ready for shipment within fifteen (15) days

after the contractor’s receipt of notice of termination shall be purchased by EA at the contract terms
and prices.
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9.36 LIQUIDATED DAMAGES.

9.36.1 Subject to paragraph 10 (Force Majeure), if the Contractor fails to deliver any or all of the Goods
or perform the Services in accordance with the delivery milestones specified in the Contract, EA,
without prejudice to its other remedies under the contract, shall have the right to terminate the contract
forthwith or claim liquidated damages.

9.36.2 The contractor shall pay to EA as liquidated damages with respect to those delays in delivering
milestones as defined in the Bid Documents. For each delayed milestone damages will be charged at
one percent (1%) per week of the total value of the Contract up to a maximum of ten percent (10%).
Once the maximum is reached, EA shall forthwith terminate the contract.

9.36.3 The value of all Goods or part supply of Goods made which are incomplete and therefore not
utilized by EA in its operations shall also be added for the purpose of liqguidated damages. Any
liquidated damages if not paid in cash by the Contractor shall be deducted from the invoice(s)
submitted by the Contractor. The imposition of liquidated damages upon the Contractor and its
payment shall not absolve the contractor from its obligations to deliver or from any other liabilities or
obligations under the contract.

10. PAYMENTS.

10.1 CONDITIONS FOR PAYMENTS.

10.1.1 Payments for the foreign component (CIP) will be made in US$ and for the local component in
Afghanis.

10.1.2 EA shall make prompt payment, within thirty days of submission of an invoice/claim by the
contractor subject to availability of pre requisite documents specified under the contract and
adjustment of penalty (if any) on account of late delivery and/or defective Goods replacement after
confirmation from Project Director.

10.1.3 Payments are subject to deduction of income tax at prevalent rate from the relevant invoices of
the contractor and paid to the Tax Authorities, except those especially exempted by the authorities.
EA will issue certificate of deductions to the contractor to enable him to settle tax returns with the
concerned authorities.

10.1.4 For imported Goods, EA shall be the “importer of Goods” and promptly execute all
documentation and pay custom duty and income tax levied on the equipment and software by the
custom authorities upon their arrival in Afghanistan.

10.1.5 The contractor shall submit each individual invoice net of discount offered (if any).

10.1.6 The contractor will fully inform itself of all Islamic Republic of Afghanistan Tax Regulation and
will pay all taxes; duties, tariffs and impositions lawfully assessed against the contractor for execution
and performance of the contract.

10.1.7 EA shall make prompt payment, within thirty days of submission of an invoice/claim by the

contractor subject to availability of pre requisite documents specified under the contract and
adjustment of penalty (if any) on account of late delivery and/or defective Goods replacement after
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confirmation from Project Director.

10.1.8 Payments are subject to deduction of income tax at prevalent rate from the relevant invoices of
the contractor and paid to the Tax Authorities, except those especially exempted by the authorities.
EA will issue certificate of deductions to the contractor to enable him to settle tax returns with the
concerned authorities

10.1.9 “Etisalat Afghanistan has full right to issue the PO/Contract payments via mHawala (mobile
financial services) system to your mHawala account”.

10.2 SCHEDULE OF PAYMENTS

Payments against the entire contract will be made by EA based on the contractor’s ability to meet
payment milestones as defined in the Bid Documents in the following manner;

10.2.1 For Supply of Equipment (Hardware & Software);

10.2.1.1 EA will make payment equal to 50% of the amount of equipment & software’s on arrival of
Equipment at site of installation and certification by EA Project Director/Manager of their receipt in
good condition.

10.2.1.2 Balance 25% of the amount of equipment and software will be paid on issuance of RFS for
complete system area in individual city.

10.2.1.3 Balance 25% of the amount of equipment and software will be paid on issuance of final PAC
for complete system area in individual city.

10.2.2 For Installation, Testing, Commissioning and Professional Services;

10.2.2.1 EA will make payment equal to 75% of amount of Services cost when equipment is offered
for Acceptance Testing in individual city.

10.2.2.2 Balance 25% of the amount of Services cost will be made at the time of issuance of final PAC
for complete system in individual city.

10.2.3 For System Support and Maintenance Services;

10.2.3.1 EA will make payment on quarterly basis at end of each quarter, after support/service
delivered.

11. COMPLAINCE WITH EXPORT CONTROL REGULATIONS:

11.1. If Recipient transfers goods (including hardware and/ or software and/ or technology as well as
corresponding documentation, regardless of the mode of provision) delivered by CONTRACTOR or
works and services (including all kinds of technical support) performed by CONTRACTOR to a third
party Recipient shall comply with all applicable national and international (re-) export control
regulations. In any event of such transfer of goods, works and services Recipient shall comply with
the (re-) export control regulations of the Peoples’ Republic of China, of the European Union and of
the United States of America and other applicable export control laws and regulations.

11.2. Prior to any transfer of goods, works and services provided by CONTRACTOR to a third party

Recipient shall in particular check and guarantee by appropriate measures that: - (a) there will be no

infringement of an embargo imposed by the European Union, by the United States of America and/
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or by the United Nations by such transfer, by brokering of contracts concerning those goods, works
and services or by provision of other economic resources in connection with those goods, works and
services, also considering the limitations of domestic business and prohibitions of by-passing those
embargos: - (b) such goods, works and services will not be used for the development, production,
use or stockpiling of weapons of mass destruction (nuclear weapons, chemical weapons, biological
weapons or missiles, if and to the extent such use is subject to prohibition or authorization, unless
required authorization is provided; and (c) - the regulations of all applicable Sanctioned Party Lists of
the European Union and the United States of America (including the List of Specially Designated
Nationals and Blocked Persons maintained by OFAC (the "SDN List") and the US Department of
Commerce's Denied Party List and Entity List) concerning the trading with entities, persons and
organizations listed therein are considered.

11.3. If required to enable authorities or CONTRACTOR to conduct export control checks, Recipient,
upon request by CONTRACTOR, shall promptly provide CONTRACTOR with all information
pertaining to the particular end customer, the particular destination and the particular intended use of
goods, works and services provided by CONTRACTOR, as well as any export control restrictions
existing.

11.4. Recipient shall indemnify and hold harmless CONTRACTOR from and against any claim,
proceeding, action, fine, loss, cost and damages arising out of or relating to any noncompliance with
export control regulations by Recipient, and Recipient shall compensate CONTRACTOR for all
losses and expenses resulting thereof.

11.5. Furthermore, Recipient shall not resell the above-mentioned goods, works and services to any
party without imposing the same obligation described in this section.

12. SANCTIONS AND EXPORT CONTROL LAWS:

12.1  The Contractor shall, in carrying out its obligations in relation to this Agreement and any
applicable project or statement of work under this agreement, comply with all export control laws and
regulations (“Export Control Laws”) and all economic, trade and financial sanctions laws, regulations,
embargoes or restrictive measures administered (“Sanctions”) as these Export Control Laws or
Sanctions are enacted or enforced by international or regional entities such as the United Nations, the
European Union as well as the governments of the United States of America, United Kingdom, and any
other relevant country.

12.2 The Contractor shall, in carrying out its obligations in relation to this Agreement and any
applicable project or statement of work under this agreement:

0] Not do anything which may cause the other Party, to breach any Export Control Laws or
Sanctions, and the Contractor shall not do anything which may cause any Etisalat Group Company
to breach any Export Control Laws or Sanctions;

(i) Provide such assistance and documentation, to the extent possible, as the other Party
(“Requiring Party”) may reasonably require, so that the Requiring Party may comply with all
applicable Export Control Laws and Sanctions.

(iii) Notify the other Party in writing as soon as possible if it becomes aware of any breach of its
obligations either under this Clause or under any applicable Export Control Laws or Sanctions.

12.3  The Contractor shall be required by the terms of this Agreement or any applicable project or

statement of work under this agreement to refrain from being directly or indirectly involved in the
provision of goods, technology, software or services that may be prohibited by Export Control Laws.
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12.4 The Contractor shall notify Etisalat Group in writing as soon as possible if:

(i) It becomes listed on any restricted parties list (including, without limitation, the US Department
of Commerce’s Denied Parties List and US Department of State’s List of Debarred Parties) or
becomes subject to any Sanctions; or

(i) 1t becomes aware that any relevant authority in any jurisdiction has initiated or will initiate any
investigation or proceedings against the Notifying Party relating to an actual or potential breach of
any Export Control Laws or Sanctions in relation to its obligations under this Agreement or any
applicable project or statement of work under this agreement.

12.5 Without limiting its other rights or remedies, Etisalat Group shall be entitled to suspend the
services provided under this Agreement and/or any project or statement of work under this
agreement and/or terminate this Agreement and/or any project or statement of work under this
agreement with immediate effect, without liability and without obligation to provide any further period
to remedy breach of any Export Control Laws or Sanctions by the Contractor or any of its
subcontractors if the Contractor breaches its obligations under this Clause or if the Contractor Group
or Affiliates (or any Person(s) who controls Contractor entity) becomes listed on any restricted
parties list (including, without limitation, the US Department of Commerce’s Denied Parties List and
US Department of State’s List of Debarred Parties) or becomes subject to any Sanctions.

12.6 Compliance with the laws

The Contractor shall conform with and abide by the provisions of all laws, regulations and any other
laws for the time being in force in Islamic Republic of Afghanistan including all regulation’s or by-
laws of any local or other duly constituted authority within Afghanistan which may be applicable to
the performance of the contract and the rules and regulations of public bodies and companies whose
property or rights are affected or may be affected in any way by the works (here in after referred to
as “state laws”) and shall give all notices and pay all fines required to be given or paid thereby and
shall keep EA indemnified against all penalties of every kind for breach of any of the same. For the
term of the contract, as far as reasonably practicable and without liability on its part, EA shall provide
such information as maybe required by the contractor.

13.0 General Terms:
13.1 HUAMN RIGHTS

The Contractor shall not employ forced labor, which consists of any work or service, not voluntarily.
performed, that is exacted from an individual under threat of force or penalty, and includes any kind
of involuntary or compulsory labor, such as indentured labor, bonded labor or similar labor
contracting arrangements.

The Contractor shall not employ children in any manner including those are economically.
exploitative, or is likely to be hazardous, or to interfere with or to be harmful to the child’s health.
or physical, mental, spiritual, moral, or social development. Where the relevant labor laws have
provisions for employment of minors, the Contractor shall follow those laws applicable to the
Contractor.

13.2 ANTI-BRIBERY ANTI-CORRUPTION

Contractor represents and warrants on behalf of itself and its Affiliates and Representatives
(including its executive officers and directors) that:

(a) they have complied and will comply with all applicable laws, statutes and regulations
relating to anti-bribery and anti-corruption including but not limited to the Applicable Afghanistan
Anti-Bribery Laws, the UK Bribery Act 2010, the US Foreign Corrupt Practices Act and
prevailing in the territory/country of Afghanistan (“Relevant Requirements”) to the

extent applicable to the Contractor, or the terms or implementation of, this Agreement;
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(b) it has and shall maintain in place throughout the term of this Agreement its own adequate
policies and procedures that are aligned with the Relevant Requirements, and shall train its
own employees on its policies and procedures, to ensure compliance with the Relevant
Requirements, and will enforce its policies and procedures where appropriate; and

(c) it shall immediately and in any case no longer than 3 days report to Etisalat any actual or
suspected violations including any request or demand for any undue financial or other
advantage of any kind that it receives in connection with the performance of this
Agreement.

Etisalat or its auditors or Representatives may at any time audit Contractor’'s compliance with this
Clause, and Contractor warrants its full cooperation with any audit, or subsequent investigation
of suspected violations, including but not limited to, the timely provision of all relevant information,
records, documentation and evidence requested by Etisalat.

13.3 ANTI-MONEY LAUNDERING

The Contractor represents and warrants that the Contractor /its Affiliates and each of its affiliated
persons will refrain from engaging, whether directly or indirectly, in improper and/or illegal
conduct, including money-laundering and terrorist financing; and, and will comply with Applicable
Anti-Money Laundering Laws.

13.4 COMPLIANCE WITH LAWS

Contractor shall comply with all applicable laws, regulations and legal requirements, including
without limitation, data and protection and privacy laws, and any disclosures and permissions
required to share personal data.

Contractor shall comply with all applicable privacy laws in performing under this Contract.
Contractor shall take reasonable steps to ensure that all personal data is protected against misuse,
interference and loss, and from unauthorized access, modification or disclosure, and that the
personal data it uses or discloses in relation to this Contract is up-to-date, complete, and relevant
to the subject matter of this Contract. Contractor will ensure that any person to whom Contractor
discloses personal data under this Contract does not do any act, engage in any practice, or omit to
do any act or engage in any practice which, if done, engaged in or omitted to be done by Contractor
would constitute a breach of this Contract. Contractor acknowledges that personal data is also
confidential information subject to the confidentiality obligations set forth in this Contract. If
Contractor becomes aware of any breach of its obligations under this Clause, it shall notify the
Purchaser as soon as reasonably possible

Contractor may contract with third parties to provide services on its behalf, provided that the
Purchaser provides its written express consent and provided such third parties are subject to terms
no less restrictive than the terms the Contractor is subject to under this Contract. Contractor shall
be responsible for the performance of such third parties (including without limitation affiliates,
contractors and integrators) and liable for any breach of this Contract by such third parties as if the
respective breach was committed by the Contractor.

36



RFP #: EA/02-28-2023 D

Dated: 03-April-2023 \e"_tlivslﬁg’lt

APPENDEX -1

BID FORM.

To,

Etisalat Afghanistan,

Kabul, Afghanistan

Attention; Contracts Co-ordinator.
[

Dear Sir,

We have examined the conditions of contract and specifications including Addenda Nos.

( ) of your RFP bearing NO..........ccccceeeviiiiinnnnn. Receipt of the same is hereby
acknowledged. We the undersigned offer to manufacture& supply.........cccceveeeveeeiieerieeneennenn.. (Name
of project) on the conditions of contract and specifications for the sum

Of s (Total Bid amount for goods in words and

figures) or such other sums as may be ascertained in accordance with the schedule of prices
attached herewith and made part of this bid.

We undertake, if our bid is accepted, to complete the delivery of Goods as specified in the
contract within the implementation schedule effective from the date of signing of contract.

We agree to abide by this bid for a period of .................cooooeeel. (Price validity period) days
from the date fixed for bid opening and it shall remain binding upon us and shall be accepted at any
time before the expiration of that period.

Until a formal contract is prepared and executed, this bid, together with your written
acceptance here of in your natification of award shall constitute a binding contract between us.

In case we fail to accept the award of tender issued to us by EA, EA will be at liberty to cancel our
registration and we shall not have any claim for this.

Yours Faithfully,

............................. (Signature of authorised person)
............................. (Name of authorised person)
............................. (Position of authorised person)

(Seal of the company/firm)
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PERFORMANCE SECURITY FORM
FROM: (name of bank)
TO,
Etisalat Afghanistan,
Head Office - ,
Kabul — Afghanistan.
SUBJECT: BANK GURANTEE FOR (amount) ON BEHALF OF
(contractor name) FOR DUE AND FAITHFUL PERFORMANCE of CONTRACT NO.
Dated .

Whereas M/S (hereinafter called the Contractor) have

requested us to furnish a Bank Guarantee in your favour in the sum (IN WORDS)
as performance security against Contract/Agreement No.
dated concluded/to be concluded between the Contractor and

Etisalat Afghanistan.

WE HEREBY AGREE:
1).To make an un-conditional payment of (amount in words) to you on demand without

any further question or reference to the Contractor upon failure of the Contractor to perform the
Contract on which you will be the sole judge.

2).To keep this guarantee valid in full force from this date up to the time of the due and faithful
completion of the contract under reference (the schedule of implementation shall be as described in
the contract and its subsequent amendments) or till whichever date is later. The faithful
completion of the Contract by the contractor will be intimated by Etisalat Afghanistan.

3).To extend the period of the enforceability of this guarantee if such extension be necessary due to
late issuance of Final Acceptance Certificate or desired by you of us. All claims there under must be
submitted to the Bank of on or before the expiry date mentioned in this guarantee or the
date mentioned in its extensions issued from time to time, after which this guarantee will become null
and void and should be returned to us. Irrespective of its return, we shall consider ourselves fully
discharged from any obligation there under after the said expiry date.

Dated, this Day of

Signature: (Authorized bank staff)

(Bank Seal)

Witness;
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APPENDEX -3
CONTRACT FORM

This Contract No. --------------- is hereby made at ............... onthisday of .............oooll,
20xx by and between

Etisalat Afghanistan incorporated------- with its offices at
(hereinafter referred to as “EA”, which expression is deemed to include its
successors-in-interest and assigns) OF THE FIRST PART,;

AND

M/S-- S — (hereinafter referred

to as ‘CONTRACTOR’ which expression shall be deemed to include its successors-in-interest and

assigns) OF THE OTHER PART,

PREAMBLE

WHEREAS, EA desires to procure (name of
work) on Turnkey basis as defined in Scope of Work.

AND WHEREAS, the Contractor has made its offer No. dated XX-XX-201X with all
subsequent clarification/amendments vide No. ----------------- dated XX-XX-201X and undertaking for
Supply - meeting EA specifications.

AND WHEREAS EA accepted the offer of the Contractor, subject to the conditions as have been defined in this
Contract, Scope of Work, and letter of Intent.

AND WHEREAS, the Contractor shall be responsible to Supply the OFFSHORE equipment in accordance with
the Specifications and terms of this Contract.

NOW THEREFORE, for and consideration of the promises covenant hereinafter contained and to be performed
by the parties hereto, the said parties hereby covenant and agree as follows:

That in consideration for the covenants and agreements to be kept and performed by the Contractor for the
faithful performance of the Contract, and the completion of the work embraced herein within the time specified
according to the specification and conditions of the Contract contained and referred to:

EA shall pay, and the Contractor shall receive and accept as full compensation under the agreement, and total
cost of the Contract comprising of:

Foreign portion CIP US$ XXXX/-

(US Dollars only)
Local Portion D.D.P. AFS XXXXX/-
(Afghanis only)

(Text and Terms & Conditions of Contract)

IN WITHNESS WHEREOF the parties have caused this Contract to be signed of the Day and
Year above written. This Contract bearing NoO. --------------=--=------- Worth amount C.I.P US$ -
----------------- I B B | N
---------- have been signed by the parties in two identical copies which the parties have taken
one (1) each.
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For and on behalf of Contractor/ For and on behalf of Etisalat
Offshore supplier

Afghanistan

WITNESS
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APPENDEX -4
TECHNICAL/COMMERCIAL COMPLIANCE SHEET
(Separate Sheet for each)
(CLAUSE / SUB- COMPLIANCE REMARKS
CLAUSE)
1 2 3

The Compliance Sheet is meant for stating the tender's compliance/non-compliance on all clauses
and it is divided into three columns. The tenderer shall complete the Compliance Sheets strictly in
accordance with the instructions given below:

Column-1:  For specifying the clause number to which the
information in column 2 and 3 applies.

Column-2:  For stating whether the tenderer's offered terms
and conditions conforms to the clause in column-
1 by using one of the following symbols.

A): The tenderer's offered terms and condition fully
conforms to the clause in column-1.

B): The tenderer's offered terms and conditions do
not fully conform to the clause in column-1.

Column-3:  State the alternative only if the Symbol B has
been used in Column-2. The benefit which EA will
have, if such alternative is accepted, must be
stated.

The bidder shall complete the Commercial Compliance Sheet furnished in the Bid Document strictly
in accordance with the instructions given in the tender. However the following points are further
added.

A word such as "noted" is inadequate and will be treated as not complied.

Where a clause in stated to be "complied" the bidder may provide further reference details. In the
event of any discrepancy between these details and the statement of compliance, the compliance
statement will be taken by EA as correct and binding upon the bidder and the details (including
footnotes or specified in any other form or place) given by the bidder will be ignored.

Where the clause is stated to be "not complied" or "partially complied" then the bidder will provide full
details of the deviation from the specified requirements together with full details of any alternative
arrangement offered.

Simply signing of every page of bid documents will not serve the purpose of the compliance
statement and will be treated as not complied, therefore proper compliance sheet should be
attached with bid.

If a certain clause(s)/sub-clause(s) are missed or left unattended in commercial compliance sheet
such clause(s) or sub-clauses would be considered as not complied.

Failure to provide commercial compliance will be deemed sufficient cause of rejection of bid and will
be major deviation.
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APPENDEX -5

PRICE SCHEDULE TABLE 1

FOR PRICES QUOTED ON FOREIGN PORTION ON CIP BASIS IN US $ AND LOCAL PORTION
IN AFGHANIS;
TOTAL BID PRICE SUMMARY

S. DESCRIPTION FOREIGN PORTION (CIP) LOCAL TOTAL
NO. PORTION (AFS)
(DDP AFS)
Uss Equivalent 3) (2+3)
1) (AFS)
2
1. Equipment
2. Software
3. Services (Basis for
calculation shall be
clearly mentioned)
GRAND TOTAL

Total bid price (AFS)

Signature of the bidder

(Seal of the bidding company)

NOTE:

Discount, if any, shall be clearly shown in price schedule. Discounts showed anywhere else except
price schedule will not be considered.

The bidder shall also mention clearly the levy or exemption of Tax(s) on the Goods and or Services

being offered. In case the bidder mentions the levy of Tax(s) and later on after the supply of Goods

and or Services claims exemption, necessary reduction in price @ of applicable Tax(s) will be made
at the time of payment.

Closing US $ inter Bank selling rates prevailing on the bid opening date as declared by Da Bank of
Afghanistan on that date will be considered for evaluation and contract purpose.
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Appendix - 6
PRICE SCHEDULE TABLE 1A

FOR PRICES QUOTED ON FOREIGN PORTION ON CIP BASIS IN US$;
DETAILED BOQ ITEM WISE, IMPORTED GOODS TO BE SUPPLIED ON CIP BASIS

S. Iltem Item Description Qty Foreign Portion (CIP) USD
NO. CODE/
referenc
e No
Unit Total Freight &
Price Price Marine
usbD usbD Insurance

Closing US $ inter Bank selling rates prevailing on bid opening date as declared by Da Bank of
Afghanistan on that date will be considered for evaluation purpose.

M/s
Full address:
Tel & Fax No’s: (Seal of the bidding company)
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PRICE SCHEDULE TABLE 1B
FOR PRICES QUOTED ON LOCAL PORTION ON DDP BASIS IN AFGHANIS
DETAIL BOQ ITEM WISE, LOCAL PORTION GOODS;
S. Iltem Qty Local Portion (DDP Afs)
No. Description
Delivery Unit Price Afs Sub | Total
Charges Total | Afs
of Afs
Imported
Goods
from Port
to Site
Afs

Unit Price
without
Taxes
Afs

Taxes
Afs

Unit Price
Including
Taxes Afs

(For Goods separate tables be used)

M/s
Full address:
Tel & Fax No:

(Seal of the bidding company)
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For converting the quoted CIP price to DDP Price the landing factor shall be as under;

D

YAl

etisalat

S#

Description

Price (USD)

Equivalent Afs

Bid Price CIP

Custom Duties @

Taxes @

Port Handling Charges

a |l b~ | W |N|PF

Clearing Agent Charges

Local Transportation at
the unit rate approved

by Etisalat

Landed Price DDP
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Annexure-A
Cybersecurity Requirements (if Applicable)

General Security Requirements:

n

IS

~

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.

24.
25.

26.

27.

Vendor must ensure their operating systems are up to date and is not End of Life/End of Support.
Vendor must ensure proper patch management of their servers in alignment with EA IT and
Cybersecurity policies.
Vendor must ensure a licensed and standard AV solution is installed in all of their operating systems.
Vendor must ensure full cooperation and coordination with EA Cybersecurity team whenever required.
Vendor must not install any application without proper coordination and agreement of EA SOC Team.
The use of insecure cryptographic algorithms and protocols are strictly prohibited and all integrations
and system communication must be based on secure and strong cryptographic algorithms.
Vendor must ensure strong protection of EA data stored on vendor's cloud.
Vendor must align all of their services and configurations in accordance to EA Information Security
policies and standards.
Vendor must use and install only licensed applications.
The installation and Integration of servers must be aligned with IT and Cybersecurity requirements.
Vendor must not use/install any application/service that is not required.
Vendor must communicate any software installation with EA Cybersecurity team in advance.
Vendor must align their changes according to EA Change Management Policy.
Vendor must ensure all their operating systems are fully patched with the latest OS/Software updates.
Vendor must not use any OS that is/will be End of Life / End of Support in less than 3 year.
Only secure and strong cryptographic algorithms are allowed to be used in the vendor platforms.
System must support Role Based Access Control, and Rule Based Access Control
System must provide Strong authentication and authorization mechanisms
System must be capable of advanced logging mechanisms to ensure user activities are logged for audit
and security purposes and the log must include all of the following at minimum.

e Failed and successful logins
Modification of security settings
Privileged use or escalation of privileges
System events
Modification of system-level objects
Session activity
Account management activities including password changes, account creation,
modification...
Event logs must contain the following details:
Date and time of activity
Source and Destination IP for the related activity
Identification of user performing activity

e Description of an attempted or completed activity.
The system must support live log retention of 1 Year and backup up to 3 years.
System must be capable of encrypting the log files to ensure user does not modify or change the logs.
System must provide cryptographic algorithms such as AES 128/256 Bit, SHA 256/384/512 bits.
System must be secure against well-known attacks including but not limited to SQL Injection, XSS,
CSRF, SSRF, Code Execution and other attacks.
Vendor system’s password configuration must be aligned with EA Information security policies.
System must support integration with LDAP, IAM “Identity and Access Management” and PAM
“Privileged Access Management” Solutions.
System must support external log synchronization mechanisms to push logs to another system for
analysis such as SIEM and centralized log server.
The database must support the encryption of admin user’s information with algorithms such as PBKDF2
and SHA256/384/512 bits.
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28. The database platforms “if any”” must support the encryption of data in-transit and at rest.
Important Note:

Bidders, vendors, and any concerned party shall fill all the fields in the below table, any missing or non-compliant item
may cause disqualifying the proposed system from the Etisalat Security side.

1 Etisalat Security Requirements

11 The Contractor/Supplier/vendor to sign Non-Disclosure
Agreement (NDA) with Etisalat before finalizing
RFx/contract/POC agreement as per Etisalat NDA process.
1.2 Contractor/Supplier/vendor equipment’s (e.g. Servers, PCs,
etc.) that are connected to Etisalat network must be securely
wiped before taking out of Etisalat premises.

1.3 The proposed/contracted system shall pass Etisalat Security
Audit (Vulnerability Assessment/Penetration Testing) before
go-live/service acceptance by Etisalat.
Contractor/Supplier/vendor shall provide SLA for fixing
Security gaps based on severity.

14 Contractor/Supplier/vendor shall fix all security issues
identified and reported by ETISALAT and/or Third Party
Contracted to do the testing, with no additional cost

15 Contractor/Supplier/vendor confirms that its products/solution
are tested for weaknesses via methods such as Vulnerability
Assessment, penetration testing, red teaming exercises and
scans that check for compliance against the baseline security
standards or security best practices, before the new product or
any of its releases is delivered to ETISALAT.

The Contractor/Supplier/vendor shall provide evidence/report
of the security assessment/audit of the proposed solution.

2 Security Architecture

2.1 The Contractor/Supplier/vendor shall ensure that proposed
solution shall comply with the applicable IT and Telecom
Security standards (such as Afg. NESA (SIA) IA V2, Afg.
DESC (ISR), Afg. TRA, 3GPP, ETSI, ENISA, CSA, NIST,
PCI, ISO, GDPR etc.) The Contractor/Supplier/vendor shall
confirm the applicable standard.

2.2 The proposed solution shall support the latest operating
systems and application versions. Contractor/Supplier/vendor
to ensure proposed solutions will run the latest stable software,
operating system, and firmware.

2.3 The solution shall be designed with multi-tier architecture,
(Demilitarized Zone (DMZ), middleware, and private
network). Any system accessible from the Internet shall be on
the DMZ and access to internal sensitive data shall be secured
through the middle tier application proxy.

24 The proposed solution shall not impact or relax existing
Etisalat security control or posture.
2.5 The performance of the proposed system shall meet the

business requirements without disabling or removing any
existing security control

2.6 The Contractor/Supplier/vendor shall provide only secure
methods of communication such as HTTPS, SFTP, SCP,
TLS1.3, IPSEC, SRTP, SSH v2, SNMPv3 between the
proposed nodes. Non-secure protocols such as Telnet, HTTP
and FTP shall not be used.

3 Password Security
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All Operating Systems (e.g. Linux and Windows) shall be

3.1 hardened according to well-known standards such as, but not
limited to NIST, CIS security benchmark, and NSA.

3.2 The proposed system includes password management module
that supports the following features:

3.3 Setting the minimum password length

3.4 Password complexity, and not accepting blank passwords

35 Maximum password age and password history

3.6 Account lockout

3.7 Enforce changing password after first login

3.8 Prompt / notify for the old password on password changes

3.9 The password shall be saved in hashed format (i.e. irreversible
encryption)

3.10 Forgetting or resetting password function shall support using
OTP or email for verification

4 Authentication

4.1 The proposed system shall not provide access without valid
username and password.

4.2 All user access to the proposed system shall support
Privilege account Management (PAM) integration.

4.3 For public web applications, the proposed system supports and
uses CAPTCHA or OTP to prevent password dictionary
attacks

4.4 For mobile applications, the proposed system shall support and
uses fingerprint authentication method

4.5 The proposed system supports and uses secure authentication
protocols, like Kerberos, LDAP-S, NTLM V2 and above,
HTTPs (for web applications)

4.6 The proposed system will not use insecure authentication
protocols, like NTLM v1, HTTP (for web applications)

4.7 The proposed system shall support session timeout settings

4.8 The proposed solution shall support secure API architecture to
integrate systems to exchange data where deemed necessary.

5 Authorization

51 The proposed solution shall support role-based access controls
that includes access profiles or security matrix (i.e. Role Name
VS. Access Permissions)

5.2 The proposed system supports role-based access permissions,
i.e. Administrator, Operator, Viewer, User...

6 Software Security

6.1 The software development and testing will not run on the
production systems, and will be running in an isolated
environment

6.2 The software source code will not include clear-text passwords

6.3 The software code will not include insecure protocols, like
FTP, telnet ...etc.

6.4 The software testing will not use live/production sensitive or
PII data unless it’s masked as Etisalat security policy

6.5 The proposed system enforces input and output validation to
prevent security attacks, like SQL Injection, Buffer
Overflow...etc.

6.6 For web portals, the proposed system includes all security
controls to prevent / protect from OWASP Top 10 security
attacks and risks
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6.7 For mobile application, the proposed system shall include
security checks / controls to protect from mobile attacks, like
SSL Pinning, Jailbreak, Anti-debug, Anti-hooking, and
Advanced Obfuscation...
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Proposed systems shall support standard logging protocols
such as CIFS/Syslog/CSV logs files

7.2

The system shall generate and support audit logs that contain
the following fields (as a minimum):

a) Username

b) Timestamp (Date & Time).

c) Client IP Address

d) Transaction ID & session information

7.3

The proposed solution shall support the integration
with Etisalat NTP for time synchronization and accurate

logging.

Public Cloud Security

Etisalat customers’ and staff personal data (PIl: name,
contacts, address, Emirates ID, Passport number, Nationality
...) is encrypted at rest and in transit using a strong industry-
standard encryption protocol

8.2

The Public Cloud setup that stores PII information shall be
hosted in the Afghanistan

8.3

The Public Cloud setup is hosted in a dedicated tenant for
Etisalat (i.e. not shared)

8.4

The Public Cloud data Center shall not be moved to
another country or location without prior coordination
and approval from Etisalat

8.5

All Etisalat data will be permanently erased from the Public
Cloud on termination of the service or support agreement

8.6

The proposed Cloud system supports Etisalat Cloud Access
Security Broker (such as Microsoft MCAS, Netskope CASB)

Virtualization and Container Security

If applicable, Bidder shall ensure the proposed virtualized
infrastructure, service based and micro services architecture
to support multi tenancy, zoning & micro-segmentation,
security visibility, secure virtualization (sVirt), trusted image
signing, virtual Firewalls, DoS protection, Trusted platform
module (TPM), Hypervisor & Host OS security to secure data
and resources.

9.2

The proposed solution shall support integration with
Etisalat/Leading Container Security Solution, where
applicable, to scan the container images and ensure malware
protection of CI/CD pipeline.

9.3

Suppliers must inform EA Cybersecurity of any non-
conformity with defined EA policies and processes that
are agreed upon in advance to acquire a written
approval from EA Cybersecurity Department or senior
management as required otherwise Supplier will be
responsible for all the potential losses
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Annexure-B Scope of Work for MFS and EVD Solutions
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1 Introduction
This document describes the current functionalities of the financial platform for two major business
modules, MFS and EVD, as well as functional and technical needs.

1.1 Purpose for RFP
Today’s Etisalat Afghanistan Financial Platform face the daunting challenges with current
infrastructure, performance, System instability and the operational activities, and poor
technical support. The aim of this document is to have an end-to-end Financial Solution that
will help Etisalat Afghanistan ‘s business and reputation. The Provider must implement an
improved financial platform to ensure a single source of easily accessible information for EA,
by using a systematic approach to understanding customers, their behavior, and the
telecommunications field as a whole. EA is intending to achieve the below targets:

Obtain a good platform suited for Financial solution!

Micro services.

Reducing the additional costs of existing financial system.

Acquire the Financial technology (Software & Hardware)

Migrate existing data and features!

Decommission existing system.

Integration with the third parties (Banks, BABS, Money Gram etc.)

Training and consultancy to end users and IT professionals.

PN, WNE

This will help in achieving the following Strategic Objectives:

1. System Stability and Performance: Increase End/Business users’ satisfaction, and
meanwhile minimize no. of outages and technical issues/challenges.

2. Migration of existing Platform end to end: Migrate existing Data, Business required
features along with all related processes, Jobs in agile way with Zero defect, meanwhile
ensure a proper plan to avoid any outage may happen during the time of
implementation/Migration
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2 MFS Module

The mobile MFS platform is a Mobile Financial System (MFS) that manages transactions between
stored-value repositories created in its database. To maintain consistency in all transactions and
overall system balance, mobile strictly adheres to the double-entry accounting system. In the double-
entry accounting system, each accounting entry records related pairs of financial transactions for
various accounts. Recording of a debit amount to one account is followed by an equal credit amount
to another account resulting in total debits being equal to total credits for all accounts in the general
ledger. If the accounting entries are recorded without error, the aggregate balance of all accounts
having positive balances will be equal to the aggregate balance of all accounts having negative
balances. Accounting entries that debit and credit related accounts typically include the same date
and identifying code in both accounts, so that in case of error, each debit and credit can be traced
back to a journal and transaction source document, thus preserving an audit trail.

2.1 MFS Logical Diagram

This diagram shows the MFS channels, and third party integrations:

o Lo |

Standard API

Internal
Accounts
Wallet

Subscribers Agents Merchant
Wallet Wallet Wallet

s|auueyd

Transactions on

MFS system

Green Color ldentifies the existing Integrations

2.2 Transaction flow
This shows the transactional flows:
MHawala Subscriber (USSD Request) >USSD Gateway ->MFS (Request Processing) >USSD
/ISMSC G/w ->Mobile (Source, Destination).
The USSD code used for the mHawala transactions is *XXX#.

R ussD G/w MIFS System

— ]
LSS ReqLeesk PR Frocess Aegueest

a ML PFrocess Reguesst

Sespanse o LSS0

Acknowlecgrment to Subs by 58S Aaspores to MMFE
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2.3 Existing MFS Functionalities

Etisalat MFS System is a mobile financial service launched in 2011 and have its license from the
Central Bank of Afghanistan in 2013, providing mobile financial services under its platform. All wallets
in the mobile MFS platform are stored value repositories that allow two basic Transaction type:

2.3.1

2.3.2

2.3.3

234

1. Debit: eCash value must be deducted from the wallet, resulting in diminished
balance.
2. Credit: eCash value must be added to the wallet, resulting in increased balance in
wallet.

Subscriber Wallets
Each subscriber on the platform has a wallet associated with his/her mobile number. The
Subscriber may manage the funds in it by Cash-In (deposit) or Cash-Out (withdrawal)
processes and may use it to pay other entities in the ecosystem in exchange of products
and services or may simply transfer it to the wallet of another subscriber.
Agent Wallets
Agent wallets are similar in characteristics to a Subscriber wallet. But, are differentiated
in that they may or may not earn commission charges based on the transactions they
conduct. An Agent provides functions like Cash-in, Cash-out, and bill pay by pre-funding
his/her wallet with capital on which returns in form of commissions are earned.
Merchant Wallet
Merchants are payment acceptors on the mobile MFS platform. Merchant wallets may
differ from other accounts in terms of transaction and capacity limits. Occasionally the
merchants may be required to pay for each transaction and this payment is sourced from
these wallets.
Merchant payments can be done as following:

1. Payments via app

2. Payments via nickname/MSISDN

3. Having printing receipts options

4. OTP to the customer while paying through merchant

Merchant has the GUI portal to which allow agent, distributor to do the following:

1. Able to do batch payments

2. Batch transfers,

3. Get required reports
Internal Accounts Wallet
This is a global account for the mobile MFS ecosystem and at all times is equal and
opposite to the value of the Operator Current Pool Wallet. All money that flows into the
mobile ecosystem is deposited here.

2.4 Transactions on mobile Platform
The mobile MFS platform allows service subscribers to perform multiple payment operations
from their mobile handsets giving them access to financial services anytime anywhere. This
section describes the different types of transactions that the mobile MFS platform enables.

241

Person-to-Person fund transfer (P2P)
These transactions involve transferring money from one person’s wallet or account to
another person’s wallet or account. The entities involved are termed “Sender’ and
“‘Receiver” where the Sender’s wallet is debited and the Receiver's wallet is credited.
These transactions may be of the following types:

1. Wallet to wallet (on mobile)

2. Wallet to account (partially On mobile )
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3. Account to Account (off mobile — not described in this document)
4. Account to wallet (partially on mobile)

2.4.2 Cash-In
In the mobile platform, Cash-in is the process of depositing funds into the mobile wallet.
This may be done in the following ways:
1. Cash-in at Agent: The subscriber gives cash to the Agent who in turn transfers eCash
from his/her wallet to subscriber’s wallet.
2. Cash-in from bank: The subscriber transfers money from his/her bank account to the
mobile wallet.
2.4.3 Cash-Out
In the mobile platform, Cash-out is the process of withdrawing funds from the mobile
wallet. This may be dome in the following ways:
1. Cash-out at Agent: The subscriber transfers eCash to an Agent, who in turn gives
cash to the subscriber.
2. Cash-out to bank: The subscriber transfers money from his/her mobile wallet to a
pre-registered bank account.
These transactions generally involve a commission payout to the agent involved and a
service charge to the subscriber.
In this transaction, the subscriber transfers money from his/her mobile wallet to a pre-
registered bank account.
2.4.4 Airtime Top up
The Airtime Top up can be done as following:
1. Self-Top up
2. Top up to other
2.4.5 Merchant Payment and Settlement
These transactions provide the subscribers with the facility to pay merchants (retail and
billers) from their mobile wallets to avail products and services in return.
A merchant payment consists of two steps:

1. Subscriber to merchant payment: This is like a P2P transfer from the subscriber’s
mobile wallet to the merchant’s mobile wallet, but may involve transaction
charges levied on the subscriber and the merchant.

2. Merchant Settlement: This involves transferring the money earned by the
merchant to a bank account designated as the merchant’s settlement account.
This process is like a wallet to account transfer but is carried out at predefined
intervals.

2.4.6 Bill payments
The bill payment can be done with following approaches:

1. Bill payments via wallet by customer

2. Bill payments by agents on behalf of customer (OTP- Over the counter Payment)

3. Bill payments by bank branches on behalf of customer

4. Bill payments by EA flagship stores on behalf of customer

5. Bill payment via QR code.

2.4.7 Balance Inquiry of mHawala wallet
2.4.8 Change language
System can support three languages (Dari, Pashto and English).
2.4.9 PIN Reset
2.4.10 Account statement
1. Account statement via SMS
2. Account statement via email
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2.4.11 Banking Services
1. Wallet to bank transfer
2. Bank to wallet transfer
3. Bank account to bank account transfer
4. Balance check
2.4.12 Loan Payment
1. Payments via GUI
2. Payments via USSD
2.4.13 Loan Repayments
1. Repayment to organization by customer — via USSD
2. Repayment of full amount
2.4.14 Batch DABS Bill payments
1. Bill payments via batch,
2. Payments through virtual accounts
2.4.15 Salaries and Batch payment
1. Salaries withdrawal
2.4.16 Online payments
Google paid apps, as payment gateway to third party
2.4.17 WEB Interfaces
The MFS system is managed by GUI admin portal with following sub modules, which
covers
The entire user management portion:
1. Admin/employee GUI
2. Customer GUI
o Perform all mHawala transactions (cash out, bill payments, top up and
statement)
o Access all USSD services via web
o Get all relevant reports (cash out, bill payments, top up and statement)
2.4.18 Account Types
There are following account types in MFS system:
1. Internal Accounts- mHawala system
Distributor accounts
Super agents
Agents
Merchants
Merchant agents
Agent retailer
Etisalat Flagship stores agents
Bank agents
10. Bank super agents
11. Company Agents
12. Company subscribers
13. Normal Subscribers
14. Temporary customers
2.4.19 MFS System Integrations
1. Integration to Bank
e Wallet to bank transfer

©oNoO~WN
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e Bank to wallet transfer

e Balance check
2. Integration to Bank
e For batch bill payments requests
o Trilateral integration (DABS & PB and mHawala for DABS bill payments)

2.4.20 Integratlon to APS (Afghanistan Payment System)
SMS Push options
Fund transfer to off net wallets- Etisalat to Roshan
Funds receipts from other subscribers — Roshan to Etisalat
Transfer from wallet to other bank accounts
Funds cash in from other agents to EA subscribers
Funds cash in to other customers by EA agents
Funds transfer among other operator agents
Funds receipts by EA agents from other operator agents
Payments by EA customers and agents (on behalf of any customers) for any
public services (such as passport payment, visa payment, license payment ...)
2.4.21 OTP- One Time PIN
1. OTP should be there for all online payments, batch disbursement, batch transfers,
creation of funds via GUI
2. OTP via SMS
3. OTP via email
2.4.22 Reports & Requests
1. Automated debit and credit requests sending to bank
2. Automated reconciliation with bank
3. Configuration of all automated reports to internal and external stakeholders
2.4.23 Registration
1. Batch registration, confirmation and approval via GUI
2. Individual registration
3. All information to there and GUI should must capture all requirement information
2.4.24 mHawala APK
MFS system has the following APKS, which should be integrated with My Etisalat APP and
would be required for any future business requirement.
1. 10S Version: Developing APK for customers/agents and distributor
2. Android Version: Developing APK for customers/agents and distributor — Android
Integration of mHawala APK with other APK- such as MyEtisalatAFG or any
other APK

N A~®ONE

2.5 Failed or pending Transactions
This section presents the various situations that may lead to a failed or pending

transaction in the mobile platform and the resolution process for them.

2.5.1 Error Resolution for Mobile Wallet to Bank Account Transfers
1. Transaction failed
Cause: Mobile receives unable to transact/failure/transaction not feasible
message from Bank.
Action: Mobile platform reverts debit from Initiator wallet and notifies accordingly.
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2. Transaction Successful, No response from bank
Cause: Bank has not recognized success or messaging is down.
Action: A scheduled process would automatically send advice to bank identifying
that the transaction has been successful and automatically updates the admin app
and notifies both the Subscribers.
3. Transaction Successful, Unresolved
Cause: Transaction is successful, but there is no response from bank, and
scheduled process
Cannot resolve.
Action: Customer care agent would pull out report of failed transactions and
resolves
Manually after Communicating with bank.
4. Transaction Unsuccessful, No response from the bank
Cause: Bank has not recognized failure or messaging is down
Action: A scheduled process will automatically send advice to the bank identifying the
failure and rolls-back the debit from initiator account.
5. Transaction Unsuccessful, not resolved
Cause: The scheduled process cannot resolve the inconsistency.
Action: Customer care agent would pull out report of failed transactions and
resolves manually after communicating with bank.

3 EVD Module
EVD is an electronic voucher distribution, which is a Top-up service. EVD sends an MML
request to the charging platform for the Top-up adjustment and charging system responds back
with the adjustment transaction details.

3.1 Process flow
Retailer Mobile (USSD Request) >USSD G/W >EVD (MML Request) - Charging system
(Processes EVD ETOPUP) >EVD System >USSD ->Mobile (Source, Destination).

T

ML Process Aoouessst

UEST Requesst

= FARL Fazcpuest for E-Tap-Un

-+ —

Respanse o USSD
Respora:s back to Success E-THp-up

Acknowlecgrrent to Aetailer =

3.2 EVD Service channels
USSD
IVR
SMS
Mobile App (10S, android)
API for integration with exist Etisalat Mobile App
3.3 USSD Request Formats by Retailer:
ETOPUP (*xxx*<MSISDN>*<Amount>*<PIN>#)
Balance Enquiry (*xxx*<PIN>#)
Latest Transactions (*xxx*<Trans>*<PIN>#)

SAREEE R

whN e
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4. Stock MOVE (*xxx*<Destination MSISDN>*<Amount>*<PIN>#)
5. Pin change (*xxx*<old pin>*<New pin>*<New pin>#)

6. Latest Transfers (*xxx*<pin>#)

3.4 EVD Account types:

D

=Y lail

etisalat

There are five types of accounts in the EVD module with different type of access level:

1.
2.
3.
4.
5.

AGNTRETA
DLER
EGNT
FRAN
RETA

The above accounts must have the privilege level feature to support send and receive
transactions type, and the proposed system must have the facility to define the privilege
based on the account type.
These are list of privileges:

SEND RECEIVE BILL

AIRTIME PURCHASE

SEND CASH IN

REVERSE/REJECT OFFLINE COMMISSION
BATCH PAYMENT EVD AGENT

DABS ACCOUNT BINDING

AZIZlI BANK BALANCE

TOP UP PIN

RESEND PIN

. REVERSE OF IBAN TRANSACTION FOR W2B
. APPROVE OFFLINE COMMISSION

. AIRTIME REVERSE

. BATCH PAYMENT 4 LEVELS

. CHANGE LANGUAGE

. NICKNAME CHANGE

. SUMMARY OF 24 HRS / LAST DAY

. DABS CHECK BILL

. BATCH PAYMENT MFS AGENT & RETAILER
. DRM Commission

. PASSWORD CHANGE

. CASHOUT

. PAY POSTPAID BILL

. SEND TO BANK ACCOUNT OTHER BANKS
. DEALER WITHDRAW THROUGH GUI

. DABS ACCOUNT UNBINDING

. PURCHASE PIN

. SEND RECEIVE CASH

. MERCHANT INITIATED

. DESCRIPTION

.BATCH PAYMENT FRANCHISE

.BATCH PAYMENT RETAILER
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32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.

D
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ALL RETAILERS CAN RECEIVE MOVE FROM ANY
CHECK BALANCE

SHOPPING

LAST 2 TRANSACTIONS

REVERSE OF CASH TRANSACTION FOR CASH
DEALER DO CASH OUT

AZIZl CHANGE PIN

LOAN PAYMENT

SEND TO BANK ACCOUNT BOOK TRANSFER
STATEMENT BY EMAIL

REGISTRATION CONFIRMATION / ACCEPTANCE
FUTUREMART PRODUCT DETAILS

DABS PAYMENT VERIFICATION

AZIZlI CASHIN

AZIZI CASHOUT

OTP GENERATE

MERCHANT TRANSACTION CHECKING
DEALER DO CASH IN

DEALER TO DEALER

REVERSE OF XBAN TRANSACTION FOR W2B
BANK TO WALLET MT940 INITIATED

BANK TO WALLET EZEEPAY INITIATED
DEALER SEND THROUGH GUI

3.5 EVD Amount Allocation

These are the EVD Amount Allocation features:

ourwWNE

EVD Allocation approval workflow

Amount allocation to Distributor

Distributor amount allocation to their retailers

Reverse transaction option

Transaction refund option

Commission + allocation based on disturber and retailers sales

3.6 Commission

3.6.1 Commission Amount allocation
Prior to disbursement, the funds should first be allocated in the internal accounts.

e Amount creation from main account to commission internal account
¢ Amount confirmation from main account to commission internal account
e Amount approver from main account to commission internal account

1.
2.
3.

Allocation amount to commission internal account
Allocation amount confirm to commission internal account
Allocation amount approve to commission internal account

3.6.2 Commission Disbursement workflow
The following steps must be considered in the commission disbursement workflow:
1. Batch Creation
2. Batch upload
3. Batch review
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4, Batch confirm
5. Batch approve

NOTE: EVD user must perform one of above tasks and should not be allow to
perform other tasks on the same batch even the user has the access.
3.6.3 Third Party Integration
1. DRM Integration for automate retailers commission upon service activation/E-
Registration
Integration with banks
Integration with Etisalat Mobile App
System must support Standard API integration
System must support MML integration with Charging system
Integration with Data warehouse.
3.6.4 EVD Accounts Commission Disbursement Flow Chart

SESIANN

Sales team should
prepare the commission
batch and upload in EVD
system by Web user.

l

RA/RAFM should
confirm the uploaded
commission in EVD
system by Web user.

l

Finance team should Log must be generated
approve the commission from the GUl and
amounts in EVD system in .| database

Web portal.
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3.6.5 EVD Account Creation Flow Chart
There is two types of EVD account creation:

1. Individual EVD Account Creation via GUI
2. Batch EVD Account Creation as per following flow:

Sales Team must
upload the batch
(MSISDNs) in EVD
system via uploader
user

Indirect sales to
confirm the request
list of EVD account in
EVD system.

Finance should approve
the batch (MSISDNs) In
EVD system by Batch via
Approver user

A

System must have the
feature to generate the
new created IDs
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4 Functional Requirement
The following requirements are required in addition of the existing system functionalities:

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

Money Transfer
1. Domestic transfer
2. International Transfer
Mobile wallet Account statement
System must support account statement via both channels:
1. Account statement via SMS
2. Account statement via emalil
Banking Services
1. Change CPIN- Customer Bank PIN
2. Account statement —via SMS
3. Account statement via email
Loan Payment
1. Payments by mobile app
Load Repayments
1. Repayment of installments
2. Checking the due amount
3. Checking the paid amount
4. Checking statement via SMS
5. Checking due/paid amount via email —statement
Online Account Access
1. Online account access (Bank & Wallet) for customers/ agents and distributors.
2. Accessing mHawala account /virtual account and its access via NFC cards/tags/QR
Code
MFS Channels
MFS system must support the following channels:
1. USSD Gateway

2. Mobile APP
3. STK
4. SMS
5. WEB
6. IVR

Integration to Banks
1. Wallet to bank transfer
Bank to wallet transfer
Bank account to bank account transfer
Balance check
Change CPIN- Customer Bank PIN
Account statement —via SMS
Account statement via email
Airtime top up directly from bank account (Self)
Airtime top up directly from bank account (Self)
10 Purchase Directly from bank/wallet with confirmation from end user
11. Purchase Directly from bank/wallet with confirmation from end user using QR Code
Integration to FiInTRACA-FIO
1. Integration of system to DAB- and FINTRACA system for LCTR and Anti Money
Laundering Reports,

©CeNOORWDN
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2. Filtering and ability to check and track UN sanctions list based on name ID etc.
4.10 Payment Gateway
1. Payment via card for online services
2. Payment via account number for online services
3. Payments via card/account for merchant payments
4. Payment via QR Code for all services
4.11 Registration
1. Digital KYC of customers to be linked with Sanction list
4.12 mHawala APK
1. Developing APK for customers/agents and distributor — IOS
2. Developing APK for customers/agents and distributor — Android.
4.13 MFS Throughput
In light of the aforementioned channels, the MFS System must support 50 Transactions per
Second,
In addition, EVD must support 100 Transactions per second.

5 Technical Requirement

Access controls are intended to reduce the likelihood that the Application will be compromised by
unauthorized Use of resources and to maintain and safeguard the privacy, the integrity, and the
availability of the systems or Application.

5.1 Application User Management
1. User Information Management: it is detailed of the user registration related to use the
application
2. User Validation/Invalidation Management: Proper user validation for the registered
information (username, user code, department, Email Format, phone format... etc.)
3. User Password Management: Password policy setting must be based on Approved
IT Access Control policy
Password reset method must be through OTP: User must receive the password via
OTP or email.
User Position Management: User level must be defined
User modification: To be able (edit, delete, add, suspend) the user
User privilege Account management
Privilege Information Management: Every button and menu must be under privilege
Removal or Adjustment of access right.
0. By batch operation (granting and revoking): To able to active, reactive, locked, unlock
via by batch.
5.2 Role Management
5.3 Menu Management
1. Menu Privilege management
5.4 Application Log Management
1. Working Time Management
2. Online User Monitoring: To be able to monitor the users who are online in the
application.
3. User activity log: System must capture all kind of user activity including querying a
single MSISDN along with IP address. In addition, other user information.
4. Operational, Audit, Login and logout log should be available.
5. Log should be kept in the system at least for 3 years

H
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5.5 System alert and monitoring

5.6

5.7

5.8

59

1.

2.

Monitoring tool to generate the alarms: To generate notifications for the technical
person in case of any system abnormality which will help us to take action on spot.
System failure alert for each option.

Application Diagram, workflow and process

1.
2.
3.

Physical and Logical diagram of application
Data Modeling and ERD Diagram of database
Network Architecture

Report Management

1.

New Report Development dashboard

3rd Party Integration

1.

2.

Proposed solution should have standardized interface to third party to do
transactions with secure method, Based on business need.
Capability to use MML/Soap/XML protocols and standard APIs.

Security Requirement

1.

2.

10.

11.

12.
13.

14.

The platform must follow a standard patch management policy and should be aligned
with EA Patch management policy as well.

In case of any suspicious activities in the platform it must be escalated to EA SOC
“Security Operations Center” team in priority within 72 hours of detection otherwise
the vendor would be considered very liable.

The platform can only give live after the required security tools of EA SOC team are
installed in the platform.

The security configuration of the platform shall be reviewed and modified as required
by EA SOC team before the platform is moved to production.

The platform must comply with all the requirements of EA Information Security Policies
including but not limited to Access Control, User Management, Patch Management,
and Password Management.

All the Operating systems and applications installed must have license and standard
AV solution is installed to ensure protection against malware.

All the Operating systems and applications installed must have license and standard
AV solution is installed to ensure protection against malware.

Vendor must provide full cooperation and coordination with EA SOC "Security
Operations Center" team whenever required and deemed appropriate for the entire
lifecycle of the platform deployed in EA Infrastructure.

The use of insecure cryptographic algorithms and protocols are strictly prohibited and
all integrations and system communication must be based on secure and strong
cryptographic algorithms.

Vendor must ensure strong protection of EA data stored on the platform and the data
that is no longer required for business reasons then it should be destroyed after the
approval of EA Top Management in writing.

Vendor must align all of their services and configurations in accordance to EA
Information Security policies and standards.

Vendor must use and install only licensed applications.

The installation and Integration of servers must be aligned with IT requirements
including asset registration and tracking for third parties.

Installation of applications in the servers must be limited to minimum mas required for
running the service and any further installations must be discussed and approved by
EA SOC team.
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18.

19.

20.
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Any changes to the platform must be in accordance with EA Change Management
policy while in production.

The platform must not go live into production unless it is agreed and approved by EA
SOC team after security assessment.

MPOS Mobile applications must follow strict security principles and ensure proper
authentication, authorization, validation is in place in all layers, and only strong
cryptographic algorithms are allowed to be used.

All newly released patches (for bugs, performance, or security etc..) should be
available freely during the support period of COTS and FOSS software product will be
implementer responsibility to patch it free of cost under software maintenance.

The web applications should comply with OWASP Top 10 security requirements and
HTTPS should only be used for communication.

Any Hardware proposed should have at least 3 years of standard warranty and to
support 7 years extended life of support and should not be announced as End of
Sales.

5.10 Infrastructure Requirement

1.

2.
3.
4

o

No

10.

11.

12.

13.

14.

15.

16.

17.

18.

The solution must be in VMware Virtualization Infrastructure.

The solution must consider HA in VMware Virtualization.

The solution must support internal redundancy of 1+1 for all critical nodes

The VMware Virtualization must be latest version and the contractor shall ensure the
license and OEM support for at least next 5 years.

The HW systems must be comply with EA Virtualization Infrastructure, (Dell
PowerEdge R740 currently used in EA Virtualization Infrastructure)

The system must be equipped with load balancer for the nodes with high traffic

The contractor must ensure availability of the spare parts locally in Afghanistan within
the duration of Warranty Period.

The HW must be supplied with minimum of 5 years warranty with OEM support

The HW must be according to current Etisalat's needs/load and at least 5 years
upcoming requirements.

The system must have independent Access Layer L3 SWs to be connected to Etisalat
DCN Network

The External storage, redundant SAN SWs must be supplied according to system
needs plus considering 5 years plan expansion plan with SFP ports licenses.

The HW must be supplied with Dual Power Supplies, especially the SWs must be
supplied with dual power sources (preferably one AC and one DC)

The OS must be non-Windows on all servers and the contractor must ensure the OEM
support for the OS for at least next 5 years. We recommend going for SUSE or RedHat
Linux.

There must be Database Audit log (DDL, DML, Sys operation) enabled for all
Databases.

For PR and DR synchronization, Oracle Data Guard must be for ensuring real time
synchronization

The contractor is responsible for the installation, configuration and integration of the
systems end to end.

The contractor is responsible for the integration of the systems with EA backup
Application.

The contractor shall provide 24/7 support to EA based on the agreed SLA.
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The systems provider shall comply with EA’s BCM polices and guidelines for minimal
service disruption (99.9% service availability) and consider an identical DR site with
real time or near real time synchronization.

5.11 Database Requirement
1. The solution should be High Available Via Real Application cluster active/active

mode (Oracle)

5.12 RDBMS Table Partitioning

1.

2.

3.

4.

5.

The product must have ability to support more than one manual and automatic
Partitioning schemes to support faster access and better distribution of data.

The product must have ability to support table partitioning (apart from generic data
distribution of MPP) with greater than several partitions in single table.

The product must have ability to support more than four levels of table sub-
partitioning.

The product must have ability to support partitioning algorithm with Hash and List
and Range.

The product must have ability to support table partition exchange.

5.13 Performance Requirements

1.

10.

Batch loading in Access layer is required to be complete in 4-hour batch window and
(d-1) 11:59PM data loading has to be ensured by 6:00 AM to meet critical reporting
SLAs. Need to be discussed.

The expected response times ranges for query performance as follows: For strategic
concurrent complex ad-hoc queries shall be measured in minutes (typically 5-10
minutes, but in extremely complex queries, ~ 15 minutes).

The on-line report (average complexity) refreshment shall not take more than a
minute.

Additions to different dimensions of the system must not adversely affect the
performance of the system.

Please provide the Network Protocol Supported and Bandwidth Requirement.

The proposed solution must ensure that performance is guaranteed for ETL, reporting
and analysis, and simple to complex level mixing of tasks.

The solution shall have user-friendly mechanisms to measure performance of the
system as part of administration tools with clear guideline to do so.

The RDBMS must support full (bulk) and incremental loading features for better
performance. Please describe the mechanism to transfer large amounts of data into
the Data Platform, into the data marts and transfer for archival purposes in compliance
to SLAs.

System shall provide facilities for tuning the system resources, especially as the data
volumes, user workload, and query complexity grow with new business requirements.
The system shall provide for the necessary tools for gathering metrics to identify
performance and capacity issues.
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5.14 System Availability Requirements

1.

2.

10.

As per the business criticality of the platform, system availability of 99.99% has to be
ensured.

The system must be designed so that hardware and software failures are handled
without the entire system going offline.

The system shall have proper migration strategy from TEST to PROD environments.
The system shall not have a “single point of failure”, and shall provide complete fault-
tolerance with full

Redundant hardware components.

The product must have built-in backup and recovery tool and it must support important
backup features like full, partial or incremental

The product must support selective restore of a single table or group of tables from a
database level or SC level backup

System shall possess automated recovery mechanisms with minimum downtime
impact on end-users. Describe how faults or failures in each of your system
components are handled, the DBA involvement and the downtime impact on the end-
users.

Failure of any storage should not affect the ongoing activity/query/loss of data. Please
describe the procedure of maximum availability feature of your proposed solution.
System shall possess automatic failover capabilities i.e. System shall continue to run
in the event of failure of a hardware-processing unit. Describe also any effect on
overall performance while the failed hardware-processing unit is being replaced.

5.15 Data security and Confidentiality Requirements

1.

9

EA has strict Data security and confidentiality policy, which the vendor is required to
comply during all the phases of the project. Customer related data for
development/testing purposes should not be copied on personal laptops/storage
used by the project team.

If possible the system shall support integration with AD/LDAP authentication
The system shall have different levels of access for users including administrator,
normal user and power users.

Protection from unauthorized users' access needs to be ensured. Please describe
how reports and data are protected from unauthorized users.

Users Groups (i.e. Roles Definition) segregation is required.

Passwords should be stored in an encrypted form.

Industry standard encryption methodology should be used on data, reports, and
logins.

Security at different layers needs to be ensured. Please describe the following levels
of security in the proposed solution:

e User Layer Security

e Transmission Layer Security

e Application Layer Security

o Data Layer Security

How do web-based clients differ from desktop clients in terms of security?

10. Does the system support column level security?
11. The solution must support custom users groups and roles definition and

configuration.

70



RFP #: EA/02-28-2023 D

Dated: April-2023

6

Y LAl

etisalat

Non-Functional Requirements

6.1 Testing Requirements
Supplier is required to propose setup and utilize an appropriate tool for executing automated
test cases. All the developed artefacts have to pass functional and not functional testing
requirements. Results of the tests have to be shared and approved by the EA management.
Test cases have to be developed by the supplier on the functional, technical and non-
functional requirements. To ensure Data quality in the future test cases have to be
implemented as controls, which will be incorporated in ETL process. These controls include
data validation scripts (checking data types, conformance with agreed format/business rules
and data completeness). All exceptions have to be logged in error tables for the operational
team to review and remediate Data quality issues.

6.2 Training Requirements

6.3

1.

2.

8.
9.

10.
11.
12.
13.
14.
15.

Vendor shall provide sufficient formal and on-the-job training to staff to ensuring the
efficient and competent maintenance of the systems in an independent manner
Knowledge Transfer: Vendor shall provide training, direction, and appropriate
documentation to ensure knowledge transfer to all power users, administrators and
EA information technology support personnel responsible for maintaining, operating
and further refining the warehouse and audit components. For example, refining and
developing program sets, configuring soft matching.

Provide complete proposal of the training courses and its duration covering Operation,
Maintenance, Diagnostic, Testing and refinement.

The vendor will arrange local Training along with material, stationary & literature.
Basic Training to be provided to the Procurers’ staff members with the basic planning,
operational and other related skills, this would be an On-site training for at least 12
persons from related divisions

Advance Training to be provided to the Procurers’ staff members with the advance
level of planning & operational skills, this may be On-site for at least 12 persons from
related divisions

On Job Training to be provided to the Procurers’ staff members with the more detailed
operational skills including practical way to operate the systems, this would be in the
form of Knowledge sharing during the implementation and stability period by Expert
Trainers of Vendor at least for 12 persons from different functional units (functional
module/ Role wise).

Both formal and on-the job training should be completed before the acceptance date
Vendor shall provide a training schedule for formal and on-the-job training at the start
of the project.

Vendor shall provide draft training outline and training courses covering-

Training Description

Training Outline

Recommended Participants

Requirements

Vendor shall provide documentation on their training.

Documentation Requirements

Documentation of all the deliverables including but not limited to Installation&
Configuration, Architecture, Analysis, Design, Code, Testing, Deployment, operations,
Risks, Issue register has to be shared, Approved and stored as per Analytics and Insight
of EA guidelines.
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6.4 Warranty Support Requirements

6.4.1

6.4.2

Generic Requirements
Supplier is required to clearly articulate Warranty clauses in the proposal highlighting the
EOL and EOS for all deliverables including Hardware and Software.

Post implementation and Maintenance Support Services
Complete stack operational and EA. Support requirements include requests maintenance
service:

1. 24-hour x 7-day x 365-day support and services

2. Engagement of appropriate number of qualified personnel equipped with all
necessary tools along with mobile phone enabling to answer any query from DB
level and OS level

3. Resolve all incidents within the Response time by any suitable means either by over
phone or by working on site

4. Upgrades/installation of software or any product patches while ensuring service
availability

5. The project implementation activity should be onsite and not remotely and by
engaging a Vendor expert in implementation of DRM solutions.

6. Vendor should provide a detailed breakdown of the system support and
maintenance with clear SLA.

6.5 Vendor Reputation & Experience

6.5.1

6.5.2

6.5.3

Team Capability & Technology Awareness

The vendor should clearly demonstrate its organizational hierarchy, including technology
and non-technology functions. This should include which teams/resources will be
engaged in the project, their prior experiences related to the scope, what kind of support
structures do they have within the organizations/with partners to deliver on end-to-end
scope, resolve issues and technical glitches, and how these are governed.

In addition, the vendor should share details on their global presence, governance
structures, global and local partners, and finally details on local presence in Afghanistan
(onsite for EA). All design/implementation will be done onsite for this project.

References of Prior Implementations

The vendor should provide references of similar prior implementations, which cover all of
the items in scope, and should arrange detailed documentation on those implementations
(detailing scope, targets, resources involved, timelines, outcomes and business gains) for
all such implementations. Vendor must share at-least one instance of and end-to-end
implementation of comparable technical depth and scale. The vendor should also arrange
for reference calls/visits with customers.

Problem classification and Priority Level Description
The Priority level is used to classify the impacts of the problem on the system functionality.
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6.6

6.7
6.7.1

6.7.2

1.

2.

3.

Priority Level 1 - Critical
1. System outage

2. The affected service which leads to business critical situation
3. repeated faults (>3 times with in short period of times)

4. Critical alarm generation failure
Priority Level 2 — Major

1. Problem which may lead to Critical incident
2. Degraded performance affecting traffic less than Critical

3. Data accuracy and timeliness
Priority Level 3 - Minor

1. System performance degradation which may lead to Major

Assessment Procedure

The vendor will be mainly assessed based on responses in the following areas:

CoNoOA~WNE

Methodology

Architecture and Components
Data Model

Data Integration

Data Management Platform
Infrastructure

Reporting and Analysis
Development/Implementation
Administration

. Tools & Features

. Professional Services offered locally
. Post Production Support

. Maintenance

. Knowledge Transfer and Trainings

. Vendor Experience

. Vendor Reputation

. Governance Mode

Transformation Project
Project Planning

The high-level plan requires showing the project milestones as well as the summary tasks.

D
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A more detailed project plan to be created during the Gap Analysis and planning phase.

Project Plan Task Description

This section must describe in short the most important tasks of the project plan. Detailed
descriptions of the different project phases and the scope of the tasks to be found in the
Solution document. On a high level, the migration project to be divided into the following

phases:

1. Gap Analysis and Assessment

2.

Implementation

3. Data Migration
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System Deployment
Integration Test
Training

User Acceptance Test
Cutover

Post-Cutover

6.8 Milestones
The high-level plan to indicate the key milestones that would be anticipated in the project:

Key milestones listed below shall be considered in its chronological order as prerequisite for
one another:

CoNoOrWNE

Contract Signature

Solution training for Etisalat staff

Start of Gap Analysis

Sign-off Gap Analysis document and functional specifications
Availability of test beds

First baby dump migration (N/A for Greenfield Project)

Start of integration test

Availability of future production environment for load test
First full migration (N/A for Greenfield Project)

. Start of UAT test

. First dress rehearsal (N/A for Greenfield Project)
. Rollout full migration (N/A for Greenfield Project)
. Go-Live production

. Post-cutover support
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The following Information must be submitted with offer:

Bidder Contact Details

Company Name

Company Address

Bidder Phone Number

Bidder Contact Person Name

Bidder Contact Person Designation

Bidder Contact Person Phone No

Bidder Contact Person Email Address

Bidder Registration License Number

License Validity

TIN Number /Tax Number

- End of Document
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